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HIPAA Electronic Security Regs Are Final

The final standards for the security of electronic protected
health information (PHI) which must be followed by health
plans, health providers and health care clearinghouses
(Covered Entities) under the Health Insurance Portability
and Accountability Act of 1996 (HIPAA) were released
February 20, 2003 by the Department of Health and Human
Services (HHS). Compliance with the security regulations
is not required until April 21, 2005 for Covered Entities,
other than small health plans that have an additional year to
comply. However, under the HIPAA privacy regulations,
Covered Entities are required to take steps to protect access
to all forms of PHI by April 14, 2003, or a year later for
small health plans Compliance with the privacy regulations
with respect to electronic PHI is expected to meet many of
the requirements of the security regulations.

HHS has also published modifications to some of the elec-
tronic transaction standards adopted under the electronic
transactions regulations. Covered Entities that submitted
EDI compliance plans by October 16, 2002 have until
October 16, 2003 to comply, if transaction testing begins by
April 16, 2003.

Electronic Security Standards

Unlike the HIPAA privacy regulations, which affect PHI in
any form, the electronic security regulations apply only to
PHI in electronic form. While the electronic security regu-
lations are intended to coordinate with the privacy regula-
tions, the earlier effective dates for the privacy regulations
(April 14, 2003, or April 14, 2004 for small health plans)
mean that HIPAA privacy policies and procedures must
take into account privacy measures for electronic PHI
before the electronic security regulations' compliance date.

The security regulations offer a good blueprint. If many of
the security regulations in the HIPAA privacy policy that
Covered Entities must have, are reflected now, time and
expense should be saved when final compliance with the
electronic security regulations occurs.

As originally proposed, the electronic security regulations
had 69 requirements. HHS considered the comments sub-
mitted and has presented 13 mandatory requirements con-
sidered so basic that no Covered Entity could effectively
protect electronic PHI without implementing them. In addi-
tion to the 13 required standards, HHS adopted "address-
able" implementation specifications which may be adopted
as needed or appropriate for the Covered Entity in order to
satisfy the required administrative, physical, technical, and
organizational safeguards. This approach was intended to
provide Covered Entities with added flexibility to comply
based on the Covered Entity's particular environment, capa-
bilities, and risk assessment. These factors may be different
to the extent that electronic PHI is "outsourced" by a health
plan, although the health plan would need to ensure compli-
ance through its business associate agreement with the out-
sourcing firm.

A Covered Entity must decide whether a given addressable
implementation specification will apply within its own
security framework. If the Covered Entity determines that
the implementation specification is reasonable and appro-
priate, the Covered Entity must adopt it. If the addressable
implementation standard is determined to be inappropriate
or unreasonable for the Covered Entity, then this must be
documented by the Covered Entity and an alternate meas-
ure that accomplishes the same end must be implemented
(if necessary to comply with the standard).
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Other notable changes from the proposed electronic security regulations include:

¢+ The "chain of trust" concept in the proposed regulations for contracts between part-
ners trading electronic data is now rolled into the "business associate" contracts for
the privacy regulations. The Covered Entity must obtain satisfactory assurance
from its business associates that there will be appropriate safeguards for electronic
PHI in accordance with the electronic security regulations. Health plans reviewing
and entering into business associate contracts now in connection with the privacy
regulations would do well to add language with respect to electronic security, even
if not fully effective until 2005.

+ Telephone voice response and fax-back systems are now considered to be electron-
ic media subject to the electronic security regulations. As such, information trans-
mitted via telephone is not considered electronic media, but information returned to
a Covered Entity on a telephone voice response system is and will be subject to the
electronic security regulations.

¢+ There is no guidance on electronic signature standards; they will be published in
separate regulations.

The fundamental requirements of the electronic security regulations are the require-
ments for a risk analysis, risk management and a sanctions policy. The risk analy-
sis must identify the risks to and vulnerabilities of the PHI and will be the basis for
determining the extent of adoption of the "addressable" specifications. Internal
audit is now called "information system activity review" and is an integral part of
the security implementation process. These steps will need to be taken before the
2005 compliance date for the electronic security regulations.

EDI Standards

The standards for transaction and code sets to be used in the transmission of PHI
have been revised and updated since the May 2002 proposed rules were issued.
References to numerous websites for specific, technical information are also includ-
ed in the regulations. Compliance testing should begin by April 16, 2003.

If you have any questions about the application of these new regulations to your
health plan, please contact the Seyfarth Shaw employee benefits group attorney
with whom you work or any employee benefits group attorney listed on the website
at www.seyfarth.com.

This newsletter is a periodical publication of Seyfath Shaw and should not be construed as legal advice
or a legal opinion on any specific facts or circumstances. The contents are intended for general infor-
mation purposes only, and you are urged to consult a lawyer concerning your own situation and any
specific legal questions you may have. For further information about these contents please contact the

Seyfarth Shaw attorney with whom you regularly work.
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