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Guard biz data with securily strategies

Identity theft is the fastest
growing crime in the United
States. Consumer advocates
are demanding that all com-
panies handling personal
information take greater
care with data and that the
government take action to
male this happen. This puts
more direct and indirect pres-
sure on how marketers han-
dle their own marketing data.

One result of this pressure has been felt on
the Internet, where the Federal Trade Com-
mission has used existing laws to file
enforcement actions against Guess?, Eli Lilly
and Microsoft for allegedly not keeping
Internet customer information secure or
making inaccurate promises about the level
of protection being provided. Another result
is new laws (and, sorry to say, there are like-
ly to be more) that require that data be kept
secure.

OK—so the lawyer is shouting, “The sky is
falling.” But is it really? What this situation
boils down to is that the laws and government
agencies want companies to take a good look
at the methods they use to collect, store,
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access and transfer data, and apply reason-
able techniques designed to protect the data.
Most regulators understand that a lock-down
on data will not help consumers. On the other
hand, the key is not to ignore security, but try
to understand data security and protect
clients, consumers and employees.

Employees? Do we really care about
employees? First, recognize that one of the
primary ways identity-theft rings get their
information is not directly from marketers,
but from employers, who collect and man-
age a large amount of private information
about their employees. And the last time I
checked, marketers were also employers.
According to the results of a survey by Chica-
go-based Trans Union LLC, the credit report-
ing agency, theft of employer data is the No.
1 source of identity theft information.

Also, employees are the key to protecting
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customer data. Even though computer hack-
ing to get data has gotten all the publicity, the
more likely scenario is that an employee vio-
lates company policy and physically gives or
electronically transmits customer or employ-
ee data to an unauthorized person. Last year,
for example, identity theft rings got personal
information from one of the world’s largest
consumer products companies, a major phar-
maceutical company and even a state law
enforcement agency. While halting the mis-
use of data entirely is nearly impossible, the
fact that such instances are on the increase
suggests that there is not enough being done
to protect such information.
Laws such as the Gramm-
Leach-Bliley (GLB) financial
information privacy statute and

service to security, or securing accounting
information while marketing or employee
information is not secured, seems to be an
allocation of resources that could be chal-
lenged. Security strategies for consumer and
employee data should be part of your privacy
or compliance plan and your IT people
should know about all of this.

One good thing about the existing and
expected security laws is that they are, and
are likely to remain, technology-neutral.
Since technologies keep changing, for any
legislation to specify the appropriate tech-
nology would be difficult, Also, GLB, HIPAA
and the EU Directive all recognize
that the goal is to establish a baseline
of “reasonable” security, and what is
reasonable for one company, may not
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nia recently enacted a law that
requires companies to give notice
to California residents whose
unencrypted personal electronic
data has been accessed in an unauthorized
manner. The Sarbanes-Oxley Act also has a
security component in that any systems that
process or provide accounting data need to
be secured. Companies that market or
employ internationally need to comply with
the European Union Data Directive, also
called the EU Directive, and local imple-
menting legislation, which imposes security
requirements for data collected overseas,
whether or not the data is transferred to the
United States where our privacy and security
laws are deemed to be inadequate.

Baseline “across the board” security
requirements likely will be legislated in the
near future, so it makes sense to get ahead of
the curve, This is particularly true if your
company is increasing its IT spending or
spending a great deal of time with internal
MIS personnel and information technology
consultants developing privacy policies and
procedures or Sarbanes-Oxley compliance,
which is a relatively new law that requires,
among other things, accounting systems for
public companies to be secure. At this point,
focusing solely on privacy while paying lip
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The answer to give is not necessarily
one clients like to hear, since essen-
tially each company must conduct its
own assessment of its systems, poli-
cies and procedures and determine if they
are handling matters appropriately.
The first question to ask is “Who is in

~ charge?” In many organizations, security

issues are part of the responsibilities of many
people, or no one. As one example, the
Office of Privacy Protection for the State of
California commissioned a survey of Califor-
nia businesses and how they planned to
comply with the common data security
architecture (or CDSA). In response to the
question, “Who is in charge of the data secu-
rity breach communication process within
your organization?” the No. 1 answer was
“No one.” Therefore, first look at your orga-
nizational security and determine what your
internal information security infrastructure
looks like before tackling the technical
aspects of your systems infrastructure.

Once someone or a group of people is in
charge of analyzing and developing security
systems and procedures, he or they should
undertake a review of systems and proce-
dures for protecting consumer and employee
information as part of an overall assessment.
New policies and procedures should be
established, and the employees should be
trained on the new policies and procedures
so they know how to treat information.

Many resources on security best practices
exist:

4 One good place to start is SANS (SysAd-
min, Audit, Network, Security) Institute
based in Bethesda, Md.

# For basic information and an outline of
nontechnical security best practices, the
Office of the Privacy Commissioner pub-
lished a business privacy handbook in
August, and issued a report on dealing with
security breaches, available on the Web at
www.privacy.ca.gov/recommendations/rec
omend.htm.

# A comprehensive, 66-page, compliance
outline is part of the International Organiza-
tion for Standardization’s international stan-
dard for Information Technology-Code of
practice for information security manage-
ment (ISO/IEC 17799) (www.iso.ch; licens-
ing fee approximately $136).

I'll cover more specific best practices rec-
ommendations for technological and non-
technological security in my next column. |
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