Procurement

NBA

AMERICANBARASSOCIATION

Public Contract Law Section

SECTION OF PUBLIC CONTRACT LAW
AMERICAN BAR ASSOCIATION
VOLUME 60, NUMBER 2

WINTER 2025

Key Considerations When Licensing
Commercial Software to the US Government

BY TEDDIE ARNOLD, ZACH JACOBSON, AND KEN WILTON

Teddie Arnold Zach Jacobson

Edward V. (Teddie) Arnold is a Washington, DC—based partner
with Seyfarth Shaw. He assists government contractors with all
aspects of government procurement. He is a Co-Chair of the ABA
Public Contract Law Section’s Contract Claims and Disputes
Resolution Committee and a Vice-Chair on the Intellectual Property
Committee and the Accounting, Cost & Pricing Committee. Zachary
F. Jacobson is a Washington, DC—based associate with Seyfarth
Shaw’s Government Contracts Practice. He offers his experience

as a US Army Judge Advocate and former government attorney to
assist contractors in government-facing disputes and a wide range

of compliance issues, including in the drafting and enforcement of
software license agreements. He holds Vice-Chair positions on the
ABA Public Contract Law Section’s Contract Claims and Disputes
Resolution Committee and the Young Lawyers Committee. Kenneth
L. Wilton is a Los Angeles, California—based partner with Seyfarth
Shaw. He practices in the areas of copyright, trademark, and patent
law and is chair of Seyfarth’s Trademark Practice. A former computer
programmer, Ken regularly negotiates software licenses and litigates

license disputes.

Introduction

In the rapidly evolving
landscape of military tech-
nology, software licens-
ing is crucial for ensuring
the operational effective-
ness and security of defense
systems. The US Depart-
ment of Defense (DoD)
and other federal agencies
increasingly rely on com-
mercial software solutions
to meet mission-critical
needs, addressing key issues such as intellectual prop-
erty rights, cybersecurity, and compliance with feder-
al regulations. Effective software licensing provides a
legal framework for the use, modification, and distribu-
tion of software, helping to prevent unauthorized use
and ensuring maintenance and updates according to
the latest security standards. This is particularly impor-
tant in the defense sector, where outdated or insecure
continued on page 26
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News from the

BY JASON N. WORKMASTER

In my last column, I shared
my excitement about the
year ahead for members of
the Section of Public Con-
tract Law. I am happy to re-
port that, since then, the
Section has been busy and
successful, with more good
news and activities to come.
[ begin with a shout-out
to Kara Sacilotto (Wiley
Rein LLP), who served as
the Conference Director for the Section’s Fall Forum
in November in Reston, Virginia, along with the Con-
ference Co-Chairs Stephen Bacon (Rogers Joseph
O’Donnell PC), Ann McRitchie (Amentum Inc.), An-
drew Smith (US Army Legal Services Agency), and
Abigail Stokes (The Boeing Company, Boeing Defense
Space & Security), who did an absolutely stellar job plan-
ning and conducting the conference—supported by our
indefatigable Section Director Patty Brennan and Pro-
gram Specialist Sean Dickerson. Moving our Fall edu-
cational conference to the Beltway area was in direct
response to feedback the Section received over the last
several years about the time and travel commitments
preventing our government and in-house counsel mem-
bers from attending—and the move to Reston worked! It
was wonderful to see so many of our government and in-
house counsel colleagues at the Forum. I received posi-
tive feedback from attendees that they appreciated the
Section’s efforts to relocate the Forum, the proximity to
where they work and live, and the walkability of the Res-
ton Town Center shops, restaurants, and the no-host
dinners—bringing an old Section tradition to a new lo-
cation. The Section reception was a highlight as well.
[, for one, was deeply moved to be with my professional
“family,” just a few days after such a contentious election,
and see the George Mason Army ROTC Color Guard
post and present the colors and hear the National An-
them played in honor of our Armed Services govern-
ment contracting professionals. Last, but certainly not
least, the substantive content of the programming was
simply second-to-none—again, thanks to the planning

Jason N. Workmaster is a member of Miller & Chevalier Chartered in
Washington, DC.
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team and our outstanding slate of speakers and modera-
tors, including luncheon speaker, Craig Whitlock of The
Washington Post, whose discussion of his books on the
Afghanistan war and the Fat Leonard scandal was simply
fascinating. The meeting was very well-received and the
Fall Forum will return to Reston in November 2025. You
can read an article from Kara Saciilotto summarizing the
Fall Forum in this issue of The Procurement Lawyer.
continued on page 46
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Shining Light on Loper Bright: Why the Recent
Supreme Court Decision Leaves Government
Contracts Disputes Unchanged

BY MARIT D. BANK, KELLY A. DULGARIAN, ADRIANNE L. GOINS, JOSEPH P. MCCOOL, AND EDWARD R. MURRAY

Kelly A. Dulgarian

In light of the US Su-
preme Court’s decision in
Loper Bright Enterprises et
al. v. Raimondo, Secretary
of Commerce, etal.,! which
overruled the long-stand-
ing precedent of Chevron,
U.S.A., Inc. v. NRDC,
Inc.,? some in the govern-
ment contracts bar are her-
alding a new era of contract
disputes in which courts
will entertain requests to
invalidate regulations governing the federal govern-
ment’s acquisition of goods and services—specifically,
provisions of the Federal Acquisition Regulation (FAR),
agency supplements such as the Defense Federal Ac-
quisition Regulation Supplement (DFARS), and the
Cost Accounting Standards (CAS)—that are incorpo-
rated as contract clauses into the terms and conditions
of government contracts.’ Those celebrating the demise
of Chevron predict that courts will uphold contractors’
challenges to agency interpretations of government con-
tracting regulations.*

In this article, after reviewing Chevron deference and
its application to government contracting regulations,
we explain why the Supreme Court’s conclusion in Loper
Bright—that courts should not defer to agency interpre-
tations of ambiguous statutes—is unlikely to affect gov-
ernment contract disputes.’ First, in Loper Bright, the

Edward R. Murray

The authors serve as attorneys with the Defense Contract Management
Agency (DCMA) . The opinions expressed in this article are their
personal opinions and do not reflect the views of the US Government,
the Department of Defense, or DCMA.
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Supreme Court focused on a specific provision of the Ad-
ministrative Procedure Act (APA), which is not appli-
cable to the resolution of government contract disputes.
Second, courts should not apply the Court’s reasoning in
Loper Bright to government contract disputes because the
policy considerations that arise when the government
promulgates regulations in its sovereign capacity, such

as the regulation at issue in Loper Bright, differ signifi-
cantly from the policy considerations that arise when the
government acts as a contracting partner. Third, even if
courts were to entertain challenges to government con-
tracting regulations in this new era, courts should con-
tinue to defer to regulations based on unambiguous stat-
utory delegations of rulemaking authority. Finally, Loper
Bright does not change the doctrine under which courts
defer to agency interpretations of ambiguous regulations.

Chevron Deference and lts Application to Government
Contracting Regulations

Review of Chevron Deference

On June 28, 2024, the US Supreme Court decided Loper
Bright,® overruling Chevron.” To understand the impact
of the Loper Bright decision, it is necessary to first under-
stand the Chewvron decision.

In Chewvron, the question presented to the Supreme
Court was whether the interpretation of the Clean Air
Act Amendments of 1977 by the Environmental Protec-
tion Agency (EPA), as reflected in certain regulations,
was reasonable.® The Court explained that in reviewing
an agency'’s interpretation of a statute, the first step is to
ask “whether Congress has directly spoken to the pre-
cise question at issue.”® If Congress’s intent is clear, the
inquiry ends because “the court, as well as the agency,
must give effect to the unambiguously expressed intent
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of Congress.”'® The Court explained that Chevron def-
erence arose at a second step, only if “Congress had not
directly addressed the precise question at issue.”'! When
“the statute is silent or ambiguous” on the issue, a court
would determine “whether the agency’s answer is based
on a permissible construction of the statute.”? If the
agency’s interpretation was reasonable, a court would
defer to the agency’s interpretation under the doctrine
that became known as “Chevron deference.” In Chevron,
the Court explained that “considerable weight should be
accorded to an executive department’s construction of

a statutory scheme it is entrusted to administer” and “a
court may not substitute its own construction of a statu-
tory provision for a reasonable [agency] interpretation.”?
The Court held that the interpretation of the statute by
the EPA was permissible because it was reasonable and
entitled to deference.!

Though the EPA promulgated the rules at issue in
Chevron under the procedures required by the APA,"
the Supreme Court did not rely on the APA in creat-
ing the doctrine of Chevron deference.’® The Supreme
Court later explained that Chevron deference applied
where “Congress delegated authority to the agency gen-
erally to make rules carrying the force of law” and the
agency followed formal procedures in doing so.”” Federal
courts employed Chevron deference to assess the valid-
ity of regulations promulgated under the APA and other
rulemaking procedures with similar notice-and-comment
requirements.!®

Chevron Deference and Government Contracting Regulations
In deciding government contracts disputes, the US
Court of Appeals for the Federal Circuit, the US Court
of Federal Claims, and the boards of contract appeals ap-
plied Chevron deference and upheld government con-
tracting regulations incorporated into government
contracts when the court or board determined that

an agency's interpretation of the relevant statute was
reasonable."”

For instance, the Federal Circuit applied Chevron def-
erence to the cost disallowance provisions in the FAR
known as the “cost principles.” The cost principles are
incorporated into government contracts through the
FAR’s Allowable Cost and Payment Clause.”® Contract-
ing officers’ disallowances of costs under the cost prin-
ciples frequently lead to contract disputes with contrac-
tors. In Brownlee v. DynCorp, the Federal Circuit applied
Chewron deference to review the cost principle disallow-
ing reimbursement of a contractor’s legal costs related to
criminal proceedings.” The court asked whether the in-
terpretation of the definition of “contractor” by the Sec-
retary of Defense was consistent with 10 U.S.C. § 2324,
the statute addressing allowable costs under defense con-
tracts, as amended by the Major Fraud Act of 1988.22
The Federal Circuit found the statute to be ambiguous.
Applying Chevron deference, the court held that the
cost principle was a “reasonable interpretation” of the
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statutory language.”’ The court emphasized that “FAR
regulations are the very type of regulations that the Su-
preme Court in Chevron and later cases has held should
be afforded deference.”*

The Court of Federal Claims also accorded Chevron
deference to government contracting regulations.?” For
example, in AEY, Inc. v. United States, the court consid-
ered a DFARS clause prohibiting the contractor from ac-
quiring supplies “from a Communist Chinese military
company.”? Relying on Chewvron, the court explained
that though the relevant statutory language was “open to
varying interpretations,” “the government’s interpreta-
tion . . . is entirely reasonable and well within the bound-
aries of the text.””" The court held that because the
contractor breached the DFARS clause “explicitly incor-
porated” into the contract, the Army was entitled to ter-
minate for default.?®

Like federal courts, the boards of contract appeals ap-
plied Chevron deference to determine whether agencies’
interpretations of statutes were permissible and there-
fore enforceable.”” For example, in Sundstrand Corpo-
ration, the Armed Services Board of Contract Appeals
(ASBCA) applied Chevron deference in determining
that the FAR Council properly implemented provisions
of the Federal Acquisition Streamlining Act of 1994
when the FAR Council issued a standard contract clause
on installment payments under commercial contracts.*

With Chevron deference eliminated by the Supreme
Court in Loper Bright, the question becomes: What ef-
fect, if any, will Loper Bright have on judicial review of
FAR clauses and other regulations incorporated into
government contracts! As noted above, many commen-
tators predict that Loper Bright heralds a new era of chal-
lenges to government contracting regulations. For sever-
al reasons, we disagree.

The Loper Bright Decision Should Not Affect
Obligations Under Government Contracts

Loper Bright Is Based on the APA and Is Inapplicable to
Government Contracting Disputes

In Loper Bright, the Supreme Court focused on the
“Scope of Review” provision of the APA, 5 U.S.C.

§ 706, which provides the parameters for judicial review
of agency action under the APA. The Court’s decision is
explicitly based on the APA and grounded in the Court’s
reading of this provision in particular.

The petitioners in Loper Bright were commercial fish-
ing companies subject to the Magnuson-Stevens Fishery
Conservation and Management Act (MSA).*! The MSA
allowed the National Marine Fisheries Service to require
that “one or more observers be carried on board” fish-
ing vessels “for the purpose of collecting data necessary
for the conservation and management of the fishery.”?
The Service published a rule requiring that, where the
agency declined to provide a government-paid observer,
the companies were required to contract with and pay for
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a government-certified observer.”> The companies chal-
lenged the rule, which had been promulgated under the
APA ** The below courts, relying on Chevron, found the
Service’s interpretation of the MSA to be reasonable.”

In Loper Bright, the Supreme Court overruled Chev-
ron and vacated and remanded the decision below. The
Supreme Court relied entirely on the APA, declaring:
“The deference that Chevron requires of courts review-
ing agency action cannot be squared with the APA.”¢
The Court focused on the Scope of Review provision of
the APA, 5 U.S.C. § 706, noting that, “[iln addition to
prescribing procedures for agency action, the APA de-
lineates the basic contours of judicial review of such ac-
tion.”” The Court observed that the APA “prescribes no
deferential standard for courts to employ” in reviewing
agency actions.’® Instead, the Court explained, the APA’s
Scope of Review provision “requires courts to ‘hold un-
lawful and set aside agency action, findings, and conclu-
sions found to be . . . not in accordance with law.” The
Court ultimately concluded that “Chewvron is overruled.
Courts must exercise their independent judgment in de-
ciding whether an agency has acted within its statutory
authority, as the APA requires.

Loper Bright relies entirely on the text of the APA and
does not address whether its holding overruling Chevron
impacts cases beyond those brought under the APA. The
APA is not applicable to the resolution of government
contracting disputes.#! Different statutes—the Contract
Disputes Act and the Tucker Act¥—give contractors
the right to bring contract claims against the govern-
ment and provide jurisdiction to courts and boards to de-
cide such disputes. Because it is cabined to the APA, the
Loper Bright decision should have no impact on govern-
ment contracts disputes.

In Loper Bright, the Supreme Court interpreted Sec-
tion 706 of the APA, which provides the scope of review
for a court deciding a Section 702 action.” Section 702
of the APA grants a “right of review” for “a person suffer-
ing legal wrong because of agency action, or adversely af-
fected or aggrieved by agency action within the meaning
of a relevant statute.™* A right of action under Section
702, however, has many limitations: Section 702 is not
an independent grant of jurisdiction;* Section 702 ac-
tions are available only when “there is no other adequate
remedy in a court”;* and Section 702 is expressly lim-
ited to actions “seeking relief other than money damag-
es As the Ninth Circuit summarized in Tucson Airport
Authority v. General Dynamics Corporation, “the APA
waives sovereign immunity for [the contractor’s] claims
only if three conditions are met: (1) its claims are not for
money damages, (2) an adequate remedy for its claims is
not available elsewhere and (3) its claims do not seek re-
lief expressly or impliedly forbidden by another statute.
Actions brought under Section 702 of the APA are unre-
lated to disputes arising under government contracts.

Aggrieved federal contractors have an adequate rem-
edy for their claims against the government based on

two statutes waiving sovereign immunity. First, the
CDA gives a contractor the right to appeal a govern-
ment contacting officer’s final decision to the boards of
contract appeals or to bring an action in the Court of
Federal Claims.* Second, the waiver of sovereign im-
munity under the Tucker Act confers jurisdiction in the
Court of Federal Claims for claims against the United
States “founded . . . upon any express or implied contract
with the United States.”*® Tucker Act jurisdiction is fur-
ther limited to cases seeking money damages against the
United States.”* As noted above, Section 702 of the APA
applies only to actions seeking relief other than money
damages.

Accordingly, courts have repeatedly rejected plaintiffs’
attempts to bring government contract actions under the
APA. In Eagle-Picher Industries, Inc. v. United States, for
instance, the US Court of Appeals for the Tenth Cir-
cuit opined that “the waiver of sovereign immunity in
the APA does not extend to actions founded upon a con-
tract with the United States.”? Recently, the Federal
Circuit reiterated this distinction in Boeing Company v.
United States, where Boeing challenged the validity of
FAR 30.606, a FAR provision implementing the CAS.>
The Court of Federal Claims had decided it lacked juris-
diction to review the FAR provision under the APA and
dismissed the action.’* The court found that the Court
of Federal Claims was only partially correct and reversed,
explaining that challenges to non-procurement regula-
tions fall under the APA and must be brought in federal
district court, while challenges to government contract-
ing regulations in contract cases must be resolved under
the CDA and, per the Tucker Act, may proceed in the
Court of Federal Claims:

The trial court erred when it determined that, pursuant to
§ 702 of the APA, it lacked jurisdiction to determine the
validity of FAR 30.606. The trial court is correct that, in
general, for actions that do not involve contract-related
claims, the Court of Federal Claims’s limited jurisdiction
under the Tucker Act does not authorize review of pure
challenges to the validity of a regulation. Instead, such reg-
ulations are properly challenged in a district court under
the APA. See 5 U.S.C. §§ 702-06. However, . . . when the
action is a contract case—and more importantly, a con-
tract case that is subject to the CDA—the Court of Federal
Claims has exclusive jurisdiction to review the validity of
the challenged regulation.>

Thus, the Federal Circuit found that the Court of Fed-
eral Claims had jurisdiction to review Boeing’s challenge
to the regulation—but under the CDA, not the APA.>

The APA provision the Supreme Court interpreted
in Loper Bright, 5 U.S.C. § 706, is inapplicable to govern-
ment contract disputes because government contract dis-
putes are brought under different statutes. Rights of ac-
tion outside of the APA are not addressed in the Loper
Bright decision.
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Government Procurement Policymaking Differs from
Sovereign Rulemaking

The preceding analysis explained that Loper Bright is not
applicable to government contracting disputes brought
under the CDA. This begs the question, however, of
whether courts should extend the reasoning in Loper
Bright—that courts should not defer to agency inter-
pretation of ambiguous statutes—to the review of gov-
ernment contracting regulations like the FAR and the
CAS, under the CDA. We believe that courts should
not. Government contracting rules are fundamentally
different from rules promulgated under the APA. When
the government issues government contracting regula-
tions, it is acting in its contracting capacity, rather than
its sovereign capacity.

The Government’s Roles as Contractor and Sovereign
In United States v. Winstar Corporation,’” the Supreme
Court reiterated “the general principle that, ‘when the
United States enters into contract relations, its rights
and duties therein are governed generally by the law ap-
plicable to contracts between private individuals.”
This was not a new or original principle, but one that
had been expressed during a series of Supreme Court de-
cisions beginning in the early twentieth century that
recognized the “sovereign acts doctrine.” In Horowitz v.
United States,* the Court recognized “the two charac-
ters which the government possesses as a contractor and
as a sovereign.”® The Horowity Court thus established
that “the United States when sued as a contractor can-
not be held liable for an obstruction to the performance
of the particular contract resulting from its public and
general acts as a sovereign.”® Winstar somewhat modi-
fied this understanding, holding that there were instanc-
es where these two characters were “fused,”® but for pur-
poses here, the point is clear: Government action comes
in two flavors—as the sovereign governing the behavior
of its citizens and as an entity entering into contracts,
where its rights are the same as those of private parties.

This context illuminates the different statutory author-
ities for rulemaking under the APA, where the govern-
ment acts as the sovereign, and rulemaking under Title 41
of the US Code, where the government sets its procure-
ment rules and policies.” Government contracting regula-
tions are not regulations by which the government limits
the freedoms, or regulates the behavior, of its citizens like
regulations promulgated under the APA. Rather, procure-
ment rules identify the conditions under which the gov-
ernment, in its commercial capacity, will agree to do busi-
ness. The government, like any private contracting party,
has a right to set the terms and conditions it will agree to
in its contracts. Creating standard clauses (and the rules,
like the CAS, referenced in those clauses) is not sovereign
rulemaking; it is using the government’s leverage to set the
terms and conditions to which the government requires its
contracting partners to agree. Contractors, for their part,
receive compensation for agreeing to those terms.

6  The Procurement Lawyer Winter 2025

Unlike abiding by regulations promulgated by the
government as sovereign, participation in federal pro-
curement is discretionary. If an entity finds untenable the
policies and terms it must agree to in order to contract
with the government, then it may choose not to enter
into federal government contracts. This concept should
be familiar to many large private government contrac-
tors, who demand that their subcontractors agree to
standard terms and conditions to obtain their business.

Undoubtedly, the government cannot create pro-
curement rules that violate the statutes that govern the
federal procurement process. If the government is to be
treated the same as private contracting parties, however,
the procurement rules promulgated by the federal gov-
ernment must continue to be accorded deference, i.e.,
treated like the procurement policies of private entities,
which would be something like Chevron deference. In
other words, when the government is setting its own pro-
curement policies, those policies should be accepted by
the courts as reasonable so long as they do not clearly vi-
olate the applicable statutes. A court cannot and should
not substitute its judgment for that of the government’s
procurement policymakers, who are setting policies de-
signed to gain the most advantageous government con-
tracts for the American taxpayer.

The history of the FAR system and the CAS under-
scores the status of the government as a contracting
party and supports the point that government contract-
ing regulations should continue to be accorded deference
in the post-Chevron era.

The Federal Acquisition Regulation System

Congress has long recognized the need to separate gov-
ernment procurement and contracting regulations from
other types of regulations. The modern regulations date
back to the period following World War II, when Con-
gress passed the Armed Services Procurement Act of
1947 and consolidated the military departments under
anewly created Department of Defense (DoD).%* The
Armed Services Procurement Regulations (ASPR) were
promulgated shortly thereafter, in 1949. Although the
ASPR provided some guidance, agencies largely fol-
lowed their own procurement procedures, often adopt-
ing different practices that evolved due to the cul-

ture within an agency and the types of requirements
involved.

Decades later, Congress began to pursue standard-
ization of federal contracting with uniform and pre-
dictable rules. In 1974, Congress created the Office of
Federal Procurement Policy (OFPP) “to provide over-
all direction of procurement policies, regulations, pro-
cedures, and forms for the executive agencies.”” In
1978, the OFPP began establishing what would be-
come the FAR system, which encompasses the FAR
and agency supplemental acquisition regulations.®® In
1979, Congress took the first step in expanding the au-
thority it delegated to the OFPP by authorizing the
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Administrator to issue policies promoting the imple-
mentation of a more uniform procurement system.®
The OFPP issued guidance in 1980 providing that the
General Services Administration (GSA), DoD, and
the National Aeronautics and Space Administration
(NASA) would jointly issue one FAR system and other
executive agencies would issue supplementing acquisi-
tion regulations.®® This issuance also established a FAR
Council with responsibility for the development of the
procurement regulations composed of the principal ac-
quisition officials of the major procuring agencies and
chaired by the OFPP Administrator.

In 1983, Congress again increased the powers of the
OFPP with the passage of the Office of Federal Procure-
ment Policy Act Amendments of 1983.° The OFPP exer-
cises significant regulatory authority through issuance of
the FAR. The FAR, in its current form, was established
on September 19, 1983, with an effective date of April 1,
1984.° In 1988, the FAR Council was formally created to
issue the FAR and ensure it remained effective in meet-
ing the procurement needs of the federal government
and complying with legislative and policy changes.”

The Federal Acquisition Policy Division of GSA,
working with DoD and NASA, writes and maintains the
FAR. The division coordinates with the OFPP and other
agencies to implement laws, executive orders, other agen-
cy regulations, and government-wide policies into the
FAR. The FAR Council plays a critical role in this con-
tinuous process, collaborating with various stakeholders
to ensure the FAR remains effective and relevant, adapt-
ing to changes in laws, policies, and procurement needs,
to ensure the government’s acquisition system operates
smoothly and effectively.”

The Cost Accounting Standards

The CAS—the rules under which contractors ac-
cumulate and report their costs on government con-
tracts—also deserve deference by courts considering
the validity of government contracting regulations.”
Congress granted the CAS Board “exclusive authority
to prescribe, amend, and rescind cost accounting stan-
dards, and interpretations of the standards, designed to
achieve uniformity and consistency in the cost account-
ing standards governing measurement, assignment, and
allocation of costs to contracts with the Federal Gov-
ernment.”” Between 1972 and 1980, the Board promul-
gated 19 Cost Accounting Standards.”

The original CAS Board was dissolved in 1980 and
later reestablished by Congress as an independent Board
within the OFPP." The application of the CAS was ex-
panded from defense contracts to civilian agency con-
tracts, with the goal of achieving greater consistency
across federal contracting.”’

Congress’s delegation of authority to the CAS Board
remains unchanged. In the National Defense Authoriza-

tion Act for Fiscal Year 2017,” Congress included a pro-
vision amending 41 U.S.C. § 1501, requiring the CAS

Board to meet quarterly, to review CAS-related disputes,
and to conform the CAS with generally accepted ac-
counting principles (GA AP) where practicable.” While
directing the CAS Board to make compliance less bur-
densome for industry, Congress did not alter the CAS
Board’s broad and exclusive authority to use its exper-
tise to determine the extent to which such conformance
could be made.

Courts Defer to Government Contracting Regulations Based
on Clear Congressional Delegations of Authority
As noted above, Loper Bright does not and should not
apply to government contracting disputes, given the dis-
tinction between the government’s sovereign and con-
tracting capacities. But even if a court were to extend
the reasoning in Loper Bright to government contract-
ing regulations, those regulations would survive with-
out Chewvron deference because they are based on statutes
unambiguously authorizing the executive branch to de-
velop and issue them. Such clear delegations of rulemak-
ing authority “never needed the protections of Chevron
deference.”®

In Loper Bright, the Court clarified that “when a par-
ticular statute delegates authority to an agency consistent
with constitutional limits, courts must respect the del-
egation, while ensuring the agency acts within it.”®! The
Loper Bright majority acknowledged:

In a case involving an agency, of course, the statute’s mean-
ing may well be that the agency is authorized to exercise a
degree of discretion. Congress has often enacted such stat-
utes. For example, some statutes “expressly delegate[]” to an
agency the authority to give meaning to a particular statu-
tory term. Batterton v. Francis, 432 U.S. 416, 425 (1977)
(emphasis deleted). Others empower an agency to prescribe
rules to “fill up the details” of a statutory scheme, Wayman
v. Southard, 10 Wheat. 1,43 (1825), or to regulate subject
to the limits imposed by a term or phrase that “leaves agen-
cies with flexibility,” Michigan v. EPA, 576 U.S. 743, 752

(2015), such as “appropriate” or “reasonable.”

When the best reading of a statute is that it delegates dis-
cretionary authority to an agency, the role of the reviewing
court under the APA is, as always, to independently inter-
pret the statute and effectuate the will of Congress subject
to constitutional limits. The court fulfills that role by rec-
ognizing constitutional delegations, “fix[ing] the boundar-
ies of [the] delegated authority,” H. Monaghan, Marbury
and the Administrative State, 83 Colum. L. Rev. 1, 27
(1983), and ensuring the agency has engaged in “‘reasoned
decisionmaking” within those boundaries, Michigan, 576
U.S,, at 750 (quoting Allentown Mack Sales & Service, Inc.
v. NLRB, 522 U.S. 359, 374 (1998)); see also Motor Vehicle
Mfrs. Assn. of United States, Inc. v. State Farm Mut. Auto-
mobile Ins. Co., 463 U.S. 29 (1983). By doing so, a court
upholds the traditional conception of the judicial function
that the APA adopts.®
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In the very paragraph where the Supreme Court an-
nounces “Chevron is overruled,” the Court recognizes an
exception that “when a particular statute delegates au-
thority to an agency consistent with constitutional limits,
courts must respect the delegation, while ensuring that the
agency acts within it.”® In the months since the Supreme
Court issued the Loper Bright decision, lower courts have
interpreted Loper Bright consistent with this direction, rec-
ognizing that the decision does not affect judicial review
of an agency’s interpretation of a statute that expressly del-
egates interpretive authority to the agency.®*

As explained above, most, if not all, FAR, DFARS,
and CAS provisions are derived from these types of ex-
press statutory delegations from Congress. In fact, this
exception appears to apply to government contracting
regulations as a whole. As discussed above, the Federal
Procurement Policy Act includes a mandate to the exec-
utive branch to “establish policies, procedures and prac-
tices” to ensure that the government acquired property
and services “of the requisite quality and within the time
needed at the lowest reasonable cost.”® The FAR sys-
tem was born from this direct delegation from Congress.
Arguably then, government contracting regulations fall
within the express delegation exception identified in
Loper Bright.

Even if the entire FAR system does not fall within this
exception, many of its individual regulations unquestion-
ably do. Many FAR and agency supplement provisions and
clauses result from express direction by Congress to reg-
ulate. The annual National Defense Authorization Act
(NDAA) is replete with this type of direction to agencies
in the area of procurement. For example, Section 893 of
the 2011 NDA A mandated the development of the Con-
tractor Business Systems DFARS regulations.®® This re-
sulted in the creation of numerous DFARS provisions and
mandatory clauses implementing this direction.” Under
Loper Bright, courts “must respect” the Defense Acquisi-
tion Regulations Council’s interpretation and implemen-
tation of these DFARS clauses and provisions.

For the CAS, as explained above, there is no ambigu-
ity in the statute to interpret—Congress’s delegation to
the CAS Board is broad, express, and unambiguous. This
is equally true of the statutes governing the allowability
of costs, which are addressed in FAR Part 31. The Allow-
able Costs Statute identifies 16 types of contractor costs
that are unallowable, and also states that “[t]he provi-
sions of the Federal Acquisition Regulation implement-
ing this chapter may establish appropriate definitions,
exclusions, limitations, and qualifications.”®® The statute
then grants broad authority to the drafters of the FAR
cost principles, stating that “[t]he Federal Acquisition
Regulation shall contain provisions on the allowability
of contractor costs. Those provisions shall define in de-
tail and in specific terms the costs that are unallowable,
in whole or in part, under covered contracts.”® It is diffi-
cult to imagine a more express delegation of authority to
agency rulemaking than the statutes governing the CAS
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and the cost principles. Accordingly, as recognized by
the Supreme Court in Loper Bright, the interpretations
provided in the CAS and the cost principles must be ac-
corded deference by reviewing courts and boards.”

Courts Defer to Agency Interpretations of Ambiguous
Regulations

Finally, it is important to remember that Loper Bright is
about how agencies interpret statutes in the rules they
promulgate. Under the separate doctrine of “Auer defer-
ence,” courts defer to agency interpretations of ambiguous
regulations.” The doctrine of Auer deference provides that
an agency’s interpretation of its regulations is controlling
unless it is plainly inconsistent with the regulation.”” An
agency is free to resolve ambiguities and construe its own
regulations, so long as the regulations themselves were
written consistent with statutory limits.”

This doctrine was articulated a half century before
Auer, in Bowles v. Seminole Rock & Sand Co., in which
the Supreme Court explained that an agency’s interpre-
tation of a regulation “becomes of controlling weight
unless it is plainly erroneous or inconsistent with the
regulation.”” The Supreme Court has consistently dis-
tinguished regulatory interpretation from statutory in-
terpretation, explaining: “When the construction of an
administrative regulation rather than a statute is in issue,
deference is even more clearly in order.””

The Supreme Court recently reaffirmed and clarified
Auer deference in Kisor v. Wilkie.” First, the Court ex-
plained that Auer deference applies only if the regulation
being interpreted is “genuinely ambiguous, even after a
court has resorted to all the standard tools of interpreta-
tion.”” “If uncertainty does not exist, there is no plausi-
ble reason for deference.””® Second, the Court explained
that Auer deference is based on the presumption “that
Congress intended for courts to defer to agencies when
they interpret their own ambiguous rules.””” This pre-
sumption applies—and courts follow Auer deference—
when the agency’s regulatory interpretation is “authorita-
tive,” implicates the agency’s “substantive expertise,” and
reflects the agency’s “fair and considered judgment.”'®
When that presumption does not apply, the Court ex-
plained, a court should defer to an agency’s interpreta-
tion of a regulation only if it is persuasive.'®!

In Perry v. Martin Marietta Corporation, the Federal
Circuit deferred to the intent of the CAS Board when
it reviewed CAS clauses incorporated into government
contracts through FAR clauses.'” Interpreting FAR
52.230-3 and FAR 52.230-4, through which the CAS
were incorporated into the contractor’s CAS-covered
contracts, the court explained that because “the CAS
[was] the source for the language and authority for these
provisions of the FAR,” the court’s “task in interpreting
the meaning of these FAR provisions [was] ultimately to
ascertain the CAS [Board]’s intended meaning when it
promulgated the CAS.”'® The court looked to guidance
from the CAS Board “to aid in interpretation.”!*
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The Court of Federal Claims applied the same def-
erential standard for reviewing CAS clauses in General
Electric Co. v. United States'® and Raytheon Company v.
United States.'” In Raytheon, the court determined that
even the CAS Board’s failure to regulate—its decision
not to promulgate a proposed rule on allocation of post-
retirement benefit costs—was entitled to deference.'”?
While recognizing that generally proposed regulations
have no legal effect and are not entitled to deference, the
court noted that the CAS Board issued a final agency de-
cision explaining its decision not to finalize the rule. The
court explained, “a reasoned decision of an agency to
maintain the status quo and not to regulate is entitled to
deference.”'®®

Government contract disputes about the interpreta-
tion of FAR, DFARS, and CAS provisions, or the stan-
dard clauses incorporated into contracts, typically do not
involve the interpretation of statutes. Instead, they focus
on the meaning of the regulations. Where a court or
board finds a regulation to be ambiguous, the doctrine of
Auer deference requires the court or board to defer to an
agency’s reasonable interpretation of the regulation. This
approach is unaffected by the Supreme Court’s Loper
Bright decision overruling Chevron.

Conclusion

While the Supreme Court’s decision in Loper Bright rep-
resents a monumental shift in judicial review of sover-
eign rulemaking, the decision is unlikely to significantly
impact government contract disputes. The decision, fo-
cused on the APA, does not apply to the adjudication
of government contract disputes governed by the CDA.
Government contracting rules, rooted in the govern-
ment’s role as a contracting partner rather than a sover-
eign regulator, are premised on distinct statutory frame-
works and policy considerations. Moreover, even if the
Loper Bright reasoning were extended to procurement
rules, the vast majority of regulations would withstand
scrutiny because they were created based on unambig-
uous statutory authority. Importantly, the doctrine of
Auer deference, which governs the interpretation of am-
biguous regulations, remains unaffected. Consequently,
while Loper Bright shines brightly in the realm of admin-
istrative law and sovereign rulemaking, its glow fades
when it comes to disrupting the established principles
underpinning government contracting disputes. P
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Enters. v. Raimondo, Sec’y of Com., 144 S. Ct. 2244, 2262 (2024)
(“courts may—as they have from the start—seek aid from the in-
terpretations of [agencies] responsible for implementing particu-
lar statutes”). In Skidmore, the Court explained that the amount
of respect given to agency interpretations of statutes depends on
“the thoroughness evident in its consideration, the validity of its
reasoning, its consistency with earlier and later pronouncements,
and all those factors which give it power to persuade, if lacking
power to control.” 323 U.S. at 140. The ASBCA recognizes that
persuasive agency interpretations are “entitled to respect” under
Skidmore. See Honeywell Int’l, ASBCA No. 57779, 13-1 BCA
35,380, at 173,607.

91. Auer v. Robbins, 519 U.S. 452, 461-63 (1997). The boards
of contract appeals recognize this doctrine. See Boeing Co.,
ASBCA No. 60373, 20-1 BCA 937,629, at 182,683 (stating that
Auer deference applies when board finds regulation to be am-
biguous); St. Tammany Parish Gov’t, CBCA No. 3872-FEMA,
17-1 BCA 9 36,715, 2017 CIVBCA LEXIS 113, at *8-14 (ap-
plying Auer deference and deferring to agency interpretation of
regulation).

92.519U.S. at 461.

93.1d. at 463.

94.325U.S. 410, 414 (1945); see also Robertson v. Methow
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Valley Citizens Council, 490 U.S. 332, 359 (1989) (citing Bowles;
reversing the Court of Appeals and holding that the agency “ad-
opted a permissible interpretation of its own regulations”).

95. Udall v. Tallman, 380 U.S. 1, 16 (1964) (citing Bowles).

96.588 U.S. 558 (2019).

97.1d. at 573.

98.1d. at 574-175.

99.1d. at 573.

100. Id. at 577, 579 (quoting Auer).

101. Id. at 573.

102.47 E3d. 1134, 1137 (Fed. Cir. 1995). The court declined
to defer to DoD’s contrary interpretation “because the FAR and
the underlying CAS are not regulations of the Department of De-
fense.” Id.

103.Id.

104. Id.

105. 84 Fed. CI. 129, 140-41 (2008).

106. 92 Fed. Cl. 549, 567-68 (2010).

107. Id.

108. Id. at 568 (citing Consumer Fed’n of Am. v. Consumer Prod.
Safety Comm’n, 990 E2d 1298, 1305 (D.C. Cir. 1993) (deferring

to Commission’s decision to terminate a rulemaking)).
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Under Attack—An Examination of the False Claims
Act’'s Whistleblower Provisions

BY NICOLE VELE

The civil False Claims Act
(FCA) is regularly touted
as one of the government’s
most important enforce-
ment tools to combat fraud
in US government spend-
ing.! Between FCA en-
forcement actions initiated
by the US Department of
Justice (DOJ) and qui tam?
suits pursued by individuals
(referred to as “relators”),
the United States has successfully clawed back billions
of dollars that were lost as a result of individual and cor-
porate fraud.’ Despite, or arguably as a direct result of,
the FCA's resounding success at combating this rampant
issue, the Act’s qui tam provisions are under attack, most
notably in the recent case from the US District Court
for the Middle District of Florida, United States ex rel.
Zafirov v. Florida Medical Associates, LLC.* In the past,
challenges to the FCA'’s qui tam provisions were routine-
ly rejected.” However, a recent series of developments
in FCA litigation foreshadow a potential change in
tides that could turn FCA enforcement actions on their
head.®

This article begins with a brief overview of the history
of the FCA and its qui tam provisions. Next, it outlines
some recent challenges to the FCA’s qui tam provisions.
Finally, it discusses the potential future of FCA qui tam
actions post-Zafirov.

A Brief History of the FCA

The FCA was originally enacted in 1863 to combat mas-
sive fraud by government contractors during the Ameri-
can Civil War.” Under the FCA, any person who know-
ingly presented, or caused to be presented, a false or
fraudulent claim for payment or approval to an officer or
employee of the United States could be liable both crim-
inally® and civilly,” subject to significant penalties,'® and
assessed three times the amount of damages the govern-
ment sustained.!! In addition to its draconian penalties,
a distinctive feature of the FCA is the unusual procedure
under which its civil enforcement actions may be pur-
sued.!? Since its inception, the FCA has permitted two

Nicole Vele is counsel at Holland & Hart LLP in Washington, DC,
where she focuses on government procurement. She also serves as a
Co-Chair of the ABA Public Contract Law Section’s Commercial
Products & Services Committee and a Vice-Chair of the Procurement
Fraud/False Claims Committee.
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separate entities to initiate a civil action against an al-
leged false claimant: (1) the government itself and (2) a
private person (relator) on behalf of the person and on
behalf of the United States.!”> When a relator initiates
the action, that is known as a qui tam suit.'

Congress intentionally included qui tam provisions
in the FCA to accomplish two purposes: (1) supplement
the government’s limited federal law enforcement capa-
bilities' and (2) encourage whistleblowing—the process
of insiders coming forward and “blowing the whistle”
on companies and individuals defrauding the govern-
ment.' In exchange for a relator’s willingness to help pro-
tect the federal treasury from fraud, relators that prevail
in their lawsuits are entitled to recover a portion of the
proceeds.” Unsurprisingly, Congress’s empowerment of
whistleblowers worked.'® Qui tam actions quickly became
popular, and by World War II, qui tam actions under the
FCA were so prevalent that relators successfully recov-
ered hundreds of thousands of dollars on behalf of the
United States.”

Despite the success of qui tam actions, the qui tam pro-
visions of the FCA have consistently been attacked on
various fronts.? In the early 1940s, US Attorney General
Francis Biddle filed an amicus brief in United States ex rel.
Marcus v. Hess,*' challenging the FCA’s qui tam provi-
sions. His challenge at the Supreme Court was ultimately
unsuccessful,?2 but he remained steadfast. Next, Biddle
took his complaints about FCA qui tam actions to Con-
gress. There, Biddle was able to get the FCA language
modified to eliminate the then-guaranteed 50 percent
bounty for successful relators in favor of a significantly
reduced recovery.”’ These changes effectively destroyed
qui tam as a fraud-fighting tool for the next 40 years.” It
was not until Congress yet again began receiving alarm-
ing reports of fraud, waste, and abuse from the Defense
Department in the mid-1980s that the FCA’s qui tam pro-
visions were revisited.”’

In 1986, the FCA was amended again, and this time
with several revisions meant to revive the previous part-
nership between government prosecutors and whistle-
blowers.?® Between the increase in penalties, damages,
relator recovery percentages, and enhanced whistleblow-
er protections, Congress’s intent was again achieved.”’

That is not where the FCA’s story ends, howev-
er. Quite the contrary. The more successes the FCA
achieves, the harder its adversaries try to tear it down.
Major defense contractors have banded together and lob-
bied Congress for policies enabling self-policing instead
of costly qui tam actions as a mechanism for limiting
fraud;’® health care associations have lobbied Congress
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for revisions to the FCA for violations involving medical
programs;? and defense lawyers have levied numerous
challenges against the FCA, the most recent of which
have pried the door open to a discussion of the constitu-
tionality of qui tam actions.*

Chipping Away at the Government’s Strongest Fraud
Enforcement Tool

After multiple legislative amendments,*! various judi-
cial challenges, and inconsistent government enforce-
ment,* the FCA and its qui tam provisions still seem to
be the government’s best defense against rampant fraud
involving government spending.” That said, recent con-
stitutional challenges to the FCA’s qui tam provisions are
gaining traction, which suggests the FCA’s good fortune
may be running out.

In 2023 in United States ex rel. Polansky v. Executive
Health Resources,* the US Supreme Court upheld the
government’s ability to dismiss an FCA suit over a re-
lator’s objection despite the government’s decision not
to intervene at the outset of the case, instead interven-
ing at the end. However, in a dissent authored by Justice
Clarence Thomas, he invited a barrage of constitutional
challenges to the FCA’s qui tam device when he argued
the Court should have remanded the case for consider-
ation of arguments that “the [FCA’s| qui tam device is in-
consistent with Article II [regarding Executive branch
authority to enforce the laws] and that private relators
may not represent the interests of the United States in
litigation.”® The fact that Justices Kavanaugh and Bar-
rett agreed with Justice Thomas's position that feder-
al courts should reexamine the constitutionality of the
FCA’s qui tam provisions strongly signaled an impending
watershed moment for the FCA %

Arguably that moment came to a head on September
30, 2024, when Judge Kathryn Kimball Mizelle of the US
District Court for the Middle District of Florida handed
down her decision in the Zafirov case.’” In Zafirov, the
relator filed an FCA suit against various corporate enti-
ties, alleging that these entities made misrepresentations
to Medicare regarding patients’ medical conditions.*®
Defendants, heavily relying on Justice Thomas’s dissent
in Polansky, argued for dismissal because the FCA’s qui
tam provisions violated Article II of the US Constitu-
tion. Judge Mizelle, herself a former law clerk to Justice
Thomas, agreed with the defendants’ reasoning that re-
lators are “officers” of the United States in qui tam litiga-
tion, and, therefore, as required by Article II of the US
Constitution, they must be constitutionally appointed.*’
Because relators were not “appointed consistent with the
Appointments Clause” of Article II of the Constitution,
the relators’ appointment was unconstitutional, and dis-
missal of the case was the only possible remedy.*

While the Zafirov ruling does not apply nationally
yet," Judge Mizelle’s decision is already generating con-
versation about the significant ripple effects it will have
on FCA enforcement going forward.*

The Future of FCA Qui Tam Actions Post-Zafirov
With the constitutionality of FCA qui tam actions in ques-
tion, there are several trends that may emerge in this arena.

Increase in Constitutional Arguments

It should come as no surprise that FCA litigators may see
an increase in the number of constitutional challenges
to qui tam actions for the foreseeable future. The goal of
individuals or companies defending themselves against
qui tam actions will be to have their actions dismissed or
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disposed of before the government decides to intervene.
And should the Eleventh Circuit ultimately affirm the
Zafrrov ruling, that endorsement of the constitutional
challenge to the FCA’s qui tam device will only encour-
age defendants in other circuits to raise similar argu-
ments in their own cases.

Increased Reliance on DOJ for FCA Enforcement

Justice Thomas’s entire premise for the unconstitution-
ality of the FCA’s qui tam provisions is based on the “uni-
tary executive theory”—meaning the president and
those acting under him or her are the only ones allowed
to exercise executive power. If qui tam provisions are
declared unconstitutional under this theory, the DOJ
will have no choice but to shoulder the entirety of the
burden for civil actions under the FCA. As seen in
Figure 1 on the opposite page, a review of new FCA mat-
ters over the last 20 years shows that qui tam suits ac-
count for between 58.7 and 86.6 percent of cases initi-
ated each year.*

Depending on the government’s appetite for main-
taining the FCA as its most important tool for combat-
ting fraud,” the elimination of the qui tam provisions
could necessitate the hiring of additional investigators
and prosecutors. However, even with a significant in-
crease in personnel, it is highly unlikely the DOJ will
be able to pursue anywhere near the number of cases
that qui tam relators initiate annually.*® Without re-
lators, many qui tam suits the DOJ views as meritori-
ous but unworthy of pursuit because “the government’s
costs are likely to exceed any expected gain” will likely
be dismissed in favor of pursuing more egregious cases."

Losing qui tam relators also means the possibility of a
significant reduction in the reporting of bad actors by
whistleblowers.*®

Possible Chilling Effect on Relators and Other Whistleblowers
Unfortunately, FCA litigation can take several years to
resolve,* and there is no reason to believe that the ap-
peal (and potential remand) of the Zafirov case will be
any different. As such, individuals considering whether
to initiate a new qui tam action will have yet another risk
to consider when deciding whether to report an alleged
fraud. There is a real possibility that a year or more down
the road, a whistleblower’s qui tam action could be “dead
on arrival” if the US Supreme Court upholds Zafirov and
the DOJ declines to pursue the case.”® While the pos-
sibility of dismissal has always loomed over relators’ ac-
tions, prior to Zafirov, there was still a fair chance rela-
tors would be able to pursue their case even if the DOJ
was not interested in intervening.’! However, that hope
would likely be extinguished if qui tam actions are found
to be unconstitutional. Given that the probability of
DOJ intervention in a qui tam case is already low,’? rela-
tors may decide that initiating a qui tam action while the
constitutionality question is pending is simply not worth
the cost or the risk.

Increase in Fraud Perpetrated Against the US Government
Without whistleblowers, the threat of being discovered
and held accountable for defrauding the government

is drastically reduced, which usually means an increase
in fraud.” History has proven this to be true. Before
the FCA existed as an enforcement mechanism, fraud
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against the government was completely unfettered.>*
When the FCA was enacted and qui tam actions were in-
centivized, whistleblowing increased, monetary recov-
eries increased, and individuals were legitimately held
accountable.”® After the FCA was amended in 1943,
disincentivizing qui tam actions, fraud, waste, and abuse
soared once again.’® The 1986 amendments reinvigorat-
ed qui tam actions and accountability and recoveries in-
creased.’” See Figure 2 on opposite page.*®

Time and again, qui tam actions have proven to be ef-
fective at meaningfully addressing fraud in government
spending. Absent some new program or legislation that
incentivizes compliance and reporting fraud, expect
fraud to swell over time if qui tam FCA enforcement ac-
tions are declared unconstitutional.

Creation of New Programs or Legislation to Incentivize Fraud
Reporting

While the availability of qui tam actions has been instru-
mental in rooting out fraud over the past four decades, it is
but one of many different mechanisms capable of address-
ing fraud.”® Data analytics and artificial intelligence (Al)
also have been essential in assisting the DOJ to identify
fraud in health care claims and Paycheck Protection Pro-
gram loans,®® so FCA practitioners may expect the DOJ

to expand its use of these tools to assist its fraud detection
capabilities.®! Practitioners also may see agencies lever-
age the newly minted Administrative False Claims Act to
pursue false claims valued at $1,000,000 or less.”” Regard-
less of the government’s enforcement approach, if qui tam
actions are ultimately deemed unconstitutional, practitio-
ners should expect the DOJ and Congress to immediately
consider, select, and implement new programs or legisla-
tion specifically designed to ferret out and incentivize the
reporting of fraud.

Conclusion

History offers a stark lesson as to what will happen if the
FCA’s qui tam actions are curtailed or eliminated. While
the government can successfully recover public funds
lost to fraud on its own, its ability to do so is significantly
enhanced by whistleblowers. Like it or not, qui tam liti-
gation works as a fraud-detection and fraud mitigation
device. The DOJ does not have enough independent re-
sources to effectively and efficiently identify, investigate,
and aggressively pursue actions against the overwhelm-
ing number of perpetrators defrauding the US govern-
ment and the American taxpayer. If qui tam relators dis-
appear, fraud will undoubtably rise, and the government
will be forced to quickly identify creative and flexible so-
lutions to curtail it. P
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Summary of PCL Section

BY KARA M. SACILOTTO

From November 7-9, 2024,
the Public Contract Law
(PCL) Section held its

Fall Forum and Fall Coun-
cil meeting in Reston, Vir-
ginia, outside Washington,
DC. The theme of the pro-
gram was “Preparing for To-
morrow,” exploring “top-
of-mind” issues for in-house
and government service at-
torneys, with the Reston,
Virginia, location strategically selected to invite increased
attendance among each of these two PCL Section con-
stituencies. The Fall Forum Conference Director Kara
Sacilotto, and Co-Chairs Stephen Bacon (Rogers Joseph
O’Donnell PC), Ann McRitchie (Amentum Inc.), An-
drew J. Smith (previously with the US Army Legal Ser-
vices Agency), and Abigail Stokes (The Boeing Com-
pany), curated panels offering practical strategies and
insights for in-house and government service attorneys,
not to mention other attorneys in private practice.

In addition to our panels, we also had the good for-
tune to secure a phenomenal luncheon speaker, Craig
Whitlock, an investigative reporter with The Washington
Post. In a sold-out “fireside chat” interview with David
Robbins (Jenner & Block LLP), Craig spoke about his re-
cent books touching on issues directly relevant to PCL
members: Fat Leonard: How One Man Bribed, Bilked, and
Seduced the U.S. Navy and The Afghanistan Papers: A Se-
cret History of the War. It was a fascinating, albeit some-
times disheartening, discussion of two recent incidents
that reveal challenges and flaws in serving our country’s
national security interests, especially as those national
security interests intersect with public contracting. Craig
also graciously brought books to sign after his talk and
easily sold them all—a testament to the attendees’ en-
thusiasm for the fireside chat.

The Fall Forum also featured the Section’s first-ever
Armed Services Reception, honoring the uniformed and
civilian government contracting professionals who work
every day to support the common mission of keeping our
nation safe. We were honored to have the George Mason
University Color Guard post the colors during the play-
ing of the National Anthem and to receive welcome

Kara Sacilotto is a partner in the Government Contracts practice at
Wiley Rein LLP. She litigates bid protests and claims, conducts internal
inwestigations and advises contractors on FAR mandatory disclosure
obligations, and represents contractors in conjunction with suspension
and debarment matters. Kara is a former chair of the Public Contract
Law Section and was the conference director for the 2024 Fall Forum.

2024 Fall Forum

remarks from Mr. Dean Berman, senior executive service
(SES), assistant general counsel (Research, Development
& Acquisition), and chief acquisition attorney for the
Department of the Navy. We would like to extend a tre-
mendous “thank you” to Brooke Didier, assistant coun-
sel, E-35 Lightning II Joint Program Office (JPO), for her
invaluable assistance in facilitating Mr. Berman’s par-
ticipation. Of course, while we honored our civilian and
uniformed government partners at this reception, we
also continued the Section’s long tradition of providing a
forum for those in private practice, government service,
and in-house positions to network and enjoy the collegi-
ality for which the Section is well known.

From beginning to end, the Forum was a smashing
success. Attendance topped more than 300 registrants—
the largest ever for a fall conference—and the location
in the Washington, DC, area was a significant factor in
our success. Many attendees provided feedback compli-
menting the diverse panel topics, the fun “no-host din-
ners” that fostered connection between Section mem-
bers, and the convenient location.

Here is a summary of what we talked about at the
2024 Fall Forum.

There Is No “I” in Team: Practical Strategies for Drafting
and Negotiating Teaming Agreements and Subcontracts
Moderator Amba Datta (Steptoe LLP), joined by panel-
ists Kara Daniels (Arnold & Porter LLP), Shamir Patel
(Guidehouse), and Andrew Sakallaris (Logistics Man-
agement Institute), provided a deep dive into the com-
plexities of teaming agreements. The session began by
focusing on enforceability and how ambiguity in team-
ing agreements could lead to disputes. The panel empha-
sized the importance of clear language when defining the
scope and workshare of each party to reduce the risk of
such disputes. The panel also addressed potential antitrust
concerns that could arise from teaming agreements, sug-
gesting strategies for mitigating those concerns through
careful drafting. The session then transitioned to a dis-
cussion of critical subcontracting considerations, such as
distinguishing between mandatory and nonmandatory
flow-down provisions; negotiating key terms such as ter-
mination clauses and limitations of liability; and imple-
menting robust confidentiality agreements to protect sen-
sitive information exchanged between the parties. The
panel highlighted the importance of anticipating poten-
tial disputes and proactively addressing them through
well-defined dispute resolution mechanisms in the team-
ing agreement and the eventual subcontract. Attendees
gained practical guidance on crafting effective teaming
agreements and subcontracts fostering successful collabo-
rations, while simultaneously minimizing legal risks.
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The US Supreme Court: Recent Decisions and
Upcoming Cases Important to Government Contractors
The second panel focused on two landmark cases from
the US Supreme Court’s 2023-2024 term and two cases
to be decided in the 2024-2025 term, as well as the po-
tential implications these cases could have on the gov-
ernment contracting landscape. The panel included
moderator Will Havemann (Hogan Lovells) and panel-
ists Mel Bostwick (Orrick), Lisa Mathewson (Mathew-
son Law LLC), Patricia McCarthy (US Department

of Justice), and Tejinder Singh (Sparacino PLLC).

Ms. Mathewson and Mr. Singh graciously joined the
panel even though both are counsel of record on two

of the cases that were scheduled for argument on the
Court’s November and December 2024 calendars.

First, the panel discussed the farreaching consequences
of the Supreme Court’s decision in Loper Bright Enterprises
v. Raimondo,! which overturned the long-standing doctrine
of Chevron deference.? The Loper Bright decision signifi-
cantly shifts the balance of power between federal agen-
cies and the courts, impacting how courts review agency
interpretations of ambiguous statutes. Under Loper Bright,
courts are no longer obligated to defer to an agency’s reason-
able interpretation of an ambiguous statute, but the court
must instead independently determine the best interpreta-
tion of the law. In the second case from last term, Corner
Post, Inc. v. Board of Governors of the Federal Reserve Sys-
tem,’ the Supreme Court held that the statute of limitations
governing challenges under the Administrative Procedure
Act (APA)* begins to run when a plaintiff is harmed—not
when the rule takes effect. Under Corner Post, plaintiffs are
now empowered to challenge rules finalized long ago if the
rule recently injured them within the APA’s six-year stat-
ute of limitations. With Chevron deference gone and a more
open-ended APA statute of limitations, the panel discussed
whether challenges to agency regulations, interpretations,
and enforcement actions could become more frequent, and
potentially more successful, or whether government con-
tracting will see less of an impact.

The two pending cases for the current term that the
panel discussed were Wisconsin Bell, Inc. v. United States,
exrel. Todd Heath® and Kousisis v. United States.® Wisconsin
Bell involves how the False Claims Act (FCA) applies to
the E-rate program, an important federal program for pro-
viding affordable telecommunications services to schools
and libraries. While E-rate is a federal program, it is fund-
ed by private parties that pay annual fees to a nonfederal
entity called the Universal Service Administrative Com-
pany (USAC) that administers the fund. The case pres-
ents the question whether a request for reimbursement
from USAC involves federal funds for purposes of the
FCA, such that an allegedly knowingly false request for
reimbursement under the E-rate program could be a false
claim. The panel’s discussion of the Kousisis case presented
an opportunity to discuss the application of federal crimi-
nal wire fraud liability’ in the context of government con-
tracts. The panel explained that Kousisis raises important
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questions about whether violating contractual (or even
pre-contractual) promises could constitute federal crimi-
nal wire fraud, even if those promises do not directly im-
pact the alleged victim’s financial interests.

Allowability of Legal Costs: Understanding the Rules
and Their Practical Applications

The second day of the 2024 Fall Forum began with a
comprehensive session on the allowability of legal costs.®
Erin Rankin (Crowell & Moring LLP) moderated a
panel featuring Tom Burke (SAIC), Adrianne Goins
(Defense Contract Management Agency), and Mark
Meagher (Meagher GC Law, LLC). This panel began by
providing a practical understanding of FAR Part 31 cost
principles, which govern the allowability of costs in-
curred by government contractors. The panel dove into
an examination of essential caselaw, focusing on land-
mark decisions that have shaped the interpretation and
application of cost allowability principles. The panel
then explored real-world scenarios, highlighting com-
mon situations that raise cost allowability concerns. The
discussion centered on situations such as Requests for
Equitable Adjustments (REAs), FCA settlements, and
the allowability of legal fees incurred in responding to
government audits and investigations. The panelists em-
phasized the importance of meticulous documentation,
ensuring the reasonableness of costs, and aligning all
charges with government regulations. Attendees gained
valuable insights on how contractors can ensure the al-
lowability of their legal costs and navigate potential dis-
putes with contracting officers and auditors.

Avoid Getting Stuck in the Revolving Door:
Understanding, Preventing, and Mitigating Conflicts
of Interest When Employees Move out of and into
Government Service

The next session continued the 2024 Fall Forum’s theme
of exploring issues directly relevant to government and
in-house counsel. Led by Jennifer Zucker (Greenberg
Traurig LLP) and including Joe Moreno (SAP NS2), The
Honorable Matthew Solomson (US Court of Federal
Claims), Donna Snyder (Lockheed Martin), and Owen
Whitehurst (Lockheed Martin), the panel discussed the
ethical complexities and potential legal pitfalls arising
from the movement of personnel between government
and contractor roles. The panelists provided real-world
examples of situations where conflicts of interest arise,
such as when a former government employee joins a con-
tractor and is involved in work related to their prior gov-
ernment responsibilities. The panel emphasized the im-
portance of being proactive, including thorough vetting
of new hires, having a robust ethics training program that
educates employees on conflict-of-interest rules and reg-
ulations, and implementing internal controls to identify
and mitigate potential conflicts. The panel also explored
practical strategies for managing identified conflicts, in-
cluding information firewalls to restrict access to sensitive
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information, recusals from specific projects or decision-
making processes, and limitations on communications
with former government colleagues. And the panel also
discussed recent bid protest case law regarding “revolving
door” conflicts of interest.

Cross-Border Considerations and Compliance
Challenges for Government Contractors

Our Day 2 post-luncheon session, moderated by Adeli-
cia Cliffe (Crowell & Moring LLP), included insights
from panelists Liza Craig (Goodwin Procter LLP), Mat-
thew Kitzman (Defense Counterintelligence and Secu-
rity Agency), and Robert Monjay (formerly of Intel),
who provided valuable insights into the complex world
of international contracting, with an emphasis on the
evolving landscape of supply chain security and sourcing
restrictions, export control regulations, and sanctions
programs. The discussion highlighted the significant im-
pact of recent geopolitical developments, such as the on-
going war in Ukraine, on the US defense industry and
the broader government contracting community.

The panel discussed the growing complexities of nav-
igating the interplay between US export controls and
sanctions programs,’ the International Traffic in Arms
Regulations (ITAR),"° and the Export Administration
Regulations (EAR)." The panel also covered the recent
developments under AUKUS, a trilateral security pact
between Australia, the United Kingdom, and the United
States.!? This pact focuses on enhancing defense capa-
bilities and technology sharing among the three nations,
particularly in areas like nuclear-powered submarines
and advanced technologies, and is leading to modifica-
tion of export control regulations, as well as creating new
compliance challenges for government contractors in-
volved in international defense cooperation.

The panel also examined the issue of foreign owner-
ship, control, or influence (FOCI). FOCI mitigation is a
process used by the US government to assess and address
potential national security risks associated with foreign in-
volvement in companies that handle sensitive information
or technologies, including classified information. The dis-
cussion covered recent updates to the FOCI rules" and the
impact of these updates on government contractors oper-
ating across borders, including requirements for disclosure
and mitigation plans to address identified risks.

Round Table Discussion with In-House General Counsel
We ended the Fall Forum Conference with a high-pro-
file round table discussion between and among general
counsels from government contractors of all sizes. Led
by moderator Andrea Vavonese (Peraton), the gen-

eral counsels represented large contractors—Stuart
Young (Amentum) and Josh Petty (Booz Allen Hamil-
ton Inc.)—and small contractors—Virginia Robinson
(Tlingit Haida Tribal Business Corp.) and Lance Lerman
(ThunderCat Technology). The discussion was wide-
ranging, starting with the panelists’ career paths and a

“typical day in the life” of an in-house attorney, while
also discussing the qualities of a successful in-house
counsel, such as constant curiosity. The panel explored
topics that keep general counsels up at night, including
workforce safety and geopolitical impacts on business.
They also offered candid advice on how outside counsel
can best serve their in-house counterparts (spoiler alert/
reminder: long legal memos are not helpful!). Attendees
highlighted this panel as one that was insightful, uncon-
ventional, and worth repeating.

Thank You and Coming Soon!

The 2024 Fall Forum Director and co-chairs thank ev-
eryone who attended our first-ever “DC area” Fall Forum
and hope that attendees left armed with practical tips
from the panels, made new connections with colleagues
during networking events, and walked away with re-
newed appreciation for the community of procurement
law practitioners, all of whom are striving to meet the
country’s greatest challenges.

Our next event, the PCL Section Federal Procure-
ment Institute (FPI), will be held from April 2-5, 2025,
and is returning to Annapolis, Maryland. Please note
that this year, the FPI conference will be at a new
venue—the Westin Hotel—so please do not hit the
“snooze button” when registering! As in the recent past,
the Section’s Council Meeting will be held on the after-
noon of Wednesday, April 2, during the conference. We
look forward to seeing you there. P
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Section Public Comments on Proposed Rules:

2024 Year in Review

BY GEORGE PETEL

Periodically, the Public
Contract Law (PCL) Sec-
tion prepares and submits
comments on proposed
changes to the federal pro-
curement regulations. Led
by the Section’s Legisla-
tive and Regulatory Coor-
dinating Committee, the
Section’s comments collect
varying perspectives and in-
sights, recommending non-
partisan improvements to the FAR and related procure-
ment regulations.

The year 2024 was a busy year for the Section, which
submitted comments on a total of eight separate pro-
posed rules. In an attempt to keep Section members bet-
ter informed of what the Section is publicly saying, we
offer the following summaries of the public comments
submitted in 2024. Copies of these latest materials, as
well as historic comments submitted by the Section, are
available on the Section’s website.

Use of DoD Program Nomenclature
Submitted on April 12, 2024,' the Section provided
comments on DFARS Case 2021-D002, Use of DoD
Program Nomenclature.? This proposed rule seeks to
amend the DFARS to govern how contractors use De-
partment of Defense (DoD) trademarks and program
names (“Government designations” or “contract-specif-
ic designations” for government designations applicable
to a particular contract); require contractors and offerors
to identify existing and proposed marks applicable to a
given contract in a new rights assertion table (a “marks-
list”); authorize the government to use contractor marks
and the contractor to use government designations in
the course of contract performance; and limit how those
marks can be used both during contract administration
and beyond.

The Section’s comments on the proposed rule asked
the DoD to consider several key issues:

1. The DoD should withdraw the proposed rule as
contrary to congressional intent in waiving liability
for trademark infringement.

George Petel has served as a co-chair of the Public Contract Law
Section’s Legislative and Regulatory Coordinating Committee since
2020. He is a partner in the Government Contracts practice at Wiley
Rein LLP in Washington, DC.
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2. The DoD should withdraw the proposed rule be-
cause the government has less onerous mechanisms
to achieve the same end, including using words in
an RFP, negotiating royalty-free licenses, or engag-
ing in cross-licensing activity.

3. The DoD should withdraw the proposed rule and
replace it with a rule focused on addressing confus-
ingly similar marks and program names.

4. The DoD should withdraw the proposed rule and
replace it with improved guidance on licensing al-
ternatives specific to a procurement rather than a
blanket rule affecting all contracts.

5. The DoD should revise the proposed rule to re-
move a requirement to identify trademarks during
the proposal process.

6. The DoD should revise the proposed rule to elimi-
nate or revise requirements that contractors ac-
knowledge and agree that, if the contractor does
not claim rights in a contract-specific trademark
designation, the contractor cannot use the same
mark and cannot create its own trademark based on
the contract-specific designation.

7. The DoD should revise the proposed rule to elimi-
nate the contractor’s duty to report any potential
trademark infringement, which is not time-limited.

8. The DoD should revise the flow-down requirement
to all subcontracts at all tiers.

Cybersecurity Incident and Threat Reporting
Submitted on January 23, 2024,’ the Section provided
comments on FAR Case 2021-017, Proposed Rule to
Federal Acquisition Regulation: Incident and Threat
Reporting and Incident Response Requirements for
Products and Services Containing Information and
Communications Technology.* This proposed rule im-
plements Executive Order (EO) 14028, Improving the
Nation’s Cybersecurity, signed by President Biden on
May 12, 2021, and seeks to implement cybersecurity re-
porting standards where information and communica-
tions technology is used or provided in the performance
of contracts with the federal government.

The Section’s comments on the proposed rule recom-
mended that the FAR Council consider nine key issues:

1. Security Incident Reporting Harmonization: The FAR
Council should consider aligning the reporting
timelines with other government requirements, ex-
pressly making costs associated with reporting and
investigation allowable under FAR Part 31 and re-
coverable, requiring agencies to limit the use of
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the clause to the types of contracts in the rule and
to specify in solicitations that the new clause will
apply, and defining “incident” in harmony with
other government definitions.

2. Access to Contractor Information and Systems: The
FAR Council should consider adding safeguards to
protect contractor information to which the gov-
ernment has access under the proposed rule.

3. Reporting Cyber Threat Indicators and Defensive Mea-
sures: The FAR Council should make it optional to
report directly to the Cybersecurity and Infrastruc-
ture Security Agency (CISA) rather than as a con-
dition to contract.

4. Compliance When Operating in a Foreign Country:
The FAR Council should consider compliance bar-
riers arising from foreign laws and regulations.

5. Customization Files: The FAR Council should
amend its expansive definition of “customization
files” to protect contractor intellectual property
and to avoid imposing a burden outweighing any
potential benefits.

6. Flow Down: The FAR Council should clarify and
limit the scope of the flow down requirement to
subcontractors, particularly adjusting the proposed
timeline for reporting to allow a lower-tier sub-
contractor to report to CISA within eight hours of
discovery of the security incident, and then subse-
quently to higher-tier contractors or prime contrac-
tors as soon as practicable. The FAR Council also
should define and limit the scope of what informa-
tion subcontractors are required to report to non-
government entities.

7. Software Bill of Materials (SBOM): The FAR Coun-
cil should remove the SBOM requirement and ad-
dress this requirement in a separate rulemaking to
ensure harmonization with OMB Memo M-22-18
and DHS CISA SBOM provisions.

8. IPV6: The FAR Council should remove IPV6 re-
quirements and implement those in separate rule-
making or agency guidance. IPV6 refers to “In-
ternet Protocol version 6,” which is the current
version of the internet communications protocol
providing an identification and location system
for computers on networks, and also routing traffic
across the Internet.

9. FAR52.239-AA, Security Incident Reporting Repre-
sentation: The FAR Council should revise the cer-
tification requirement to provide for “best of my
knowledge as of the time the incident report was
submitted” given the inherent conflict between
speed and accuracy in reporting incidents.

Cybersecurity for Unclassified Federal Information
Systems

Submitted on January 23, 2024,° the Section provid-
ed comments on FAR Case 2021-019, Standardizing

Cybersecurity Requirements for Unclassified Federal

Information Systems.” This proposed rule also imple-
ments the section of EO 14028 noted above, setting
minimum cybersecurity standards for unclassified federal
information systems (FISs).

Beyond lauding the spirit of the proposed rule, the
Section’s comments recommended seven changes to the

FAR Council:

1. The FAR Council should amend the rule to clarify
that contracting officers must identify any appli-
cable FISs in the solicitation before including the
new FAR clauses in the resulting contract.

2. The FAR Council should add provisions ensur-
ing that these new requirements apply only to con-
tracts for services to develop, implement, operate,
or maintain an FIS on behalf of the government.

3. The FAR Council should more narrowly tailor the
definitions of “Government data” and “Govern-
ment-related data.”

4. The FAR Council should restrict agencies from
adding additional security and privacy controls out-
side specified high-value FISs.

5. The FAR Council should harmonize the timing for
compliance between the proposed rule and Cyber-
security Maturity Model Certification (CMMCQC)
2.0 milestones.

6. The FAR Council should limit access to contrac-
tor systems to ensure confidential, proprietary, and
privileged information are appropriately protected.

7. The FAR Council should delete the proposed in-
demnity language and should engage in dialogue
with industry before proceeding with such an ex-
pensive and expansive requirement.

CMMC 2.0
Submitted on October 15, 2024,8 the Section provided
comments on DFARS Case 2019-D041, Defense Fed-
eral Acquisition Regulation Supplement (DFARS): As-
sessing Contractor Implementation of Cybersecurity Re-
quirements.’ This proposed rule incorporates contractual
requirements related to the CMMC 2.0 program rule,
Cybersecurity Maturity Model Certification Program.'°
The Section’s comments raised several concerns and
suggested multiple proposed changes to DoD:

1. Implementation: DoD should clarify how the re-
quirements will apply to contract option periods
that are exercised after newly implementing the
rule, and DoD should either prohibit contracting
officers from implementing the rule ahead of sched-
ule or require advance warning if the DoD chooses
to identify certain programs for early adoption.

2. Data and Information Systems: DoD should revise
the definition of “Controlled Unclassified Informa-
tion” (CUI) to include only information expressly
marked as such, and to add a definition of “Federal
Contract Information” (FCI), distinguishing the
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requirements when only FCI is being used by the
contractor. DoD also should include a definition or
alignment with DFARS 252.204-7012 on “Cov-
ered Defense Information” (CDI) and either de-
fine “data” or only use defined terms like FCI, CUI,
or CDI. Finally, DoD should permit contractors to
define the scope of the information system that ap-
plies to a given DoD unique identifier requirement.

3. Compliance and Change Management: DoD should
clarify that contractors may continue to rely on
their CMMC Plans of Action and Milestones
(POA&Ms) for maintaining ongoing compliance
in order to address newly discovered risks or system
flaws or updates that lead to temporary deficiencies.
DoD also should define what constitutes a “change”
that could affect compliance status, remove dupli-
cative reporting requirements, clarify subcontract-
ing reporting timing, and define “senior company
official” for purposes of compliance affirmations.

4. Supply Chain: DoD should consider providing fi-
nancial and technical support to small businesses
that will have difficulty meeting the CMMC stan-
dards, revise the subcontract flow-down require-
ments to avoid overburdening subcontractors, and
carve out certain suppliers.

SBA WOSB Updates

Submitted on July 15, 2024," the Section provided com-
ments on Docket 2024-0004—Small Business Adminis-
tration (SBA) Proposed Rule on Women-Owned Small
Business Federal Contract Program Updates and Clari-
fications.!” The proposed rule would make changes to
standardize requirements in the women-owned small
business (WOSB) and economically disadvantaged
women-owned small business (EDWOSB) programs by
adding definitions, conforming the regulations to cur-
rent statutes, and harmonizing language.

Beyond expressing appreciation for most of the pro-
posed changes and suggesting other minor regulatory
updates for consistency across the socioeconomic pro-
grams, the Section’s comments recommended a handful
of changes to the SBA, including:

1. SBA should further harmonize the language across
the socioeconomic programs, including by allowing
control exceptions in the WOSB and EDWOSB
programs for “extraordinary circumstances.”

2. SBA should add a definition of when a WOSB/
EDWQOSB application is “complete” for purpos-
es of eligibility, pending approval of a concern’s
application.

Subcontracting to Puerto Rican and Other Small
Businesses

Submitted on July 24, 2024, the Section provided com-
ments"” on FAR Case 2023-001—Subcontracting to
Puerto Rican and Covered Territory Small Businesses.'*
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The proposed rule harmonizes the FAR with SBA’s final
rule’® and implements paragraphs (a) and (d) of section
861 of the John S. McCain National Defense Autho-
rization Act (NDAA) for Fiscal Year (FY) 2019'¢ and
paragraphs (a) and (c) of section 866 of the William M.
(Mac) Thornberry NDAA for FY 2021,'” which amend-
ed 15 U.S.C. §8§ 632 and 657r(a) to add Puerto Rico, as
well as the US Virgin Islands, American Samoa, Guam,
and the Commonwealth of the Northern Mariana Is-
lands, to the list of US territories from which small busi-
nesses are eligible for preferential treatment under the
SBA Mentor-Protégé Program.

The Section’s comments applauded the proposed rule
and offered one concern on a lack of consistency in the
proposed FAR rule’s use of the word “question,” where-
as the SBA final rule had used the word “doubt” instead.
Based on the dictionary definitions of “question” and
“doubt,” this difference in terminology could lead to an in-
consistent application and interpretation of the two rules.

A final rule was issued on January 3, 2024, with-
out any significant changes from the proposed rule.!
The FAR Council declined to implement the Section’s
recommendation.

SBA HUBZone Changes and Other Clarifications
Submitted on October 1, 2024, the Section provided
comments'? on Docket 2024-0007—HUBZone Program
Updates and Clarifications, and Clarifications to Other
Small Business Programs.?® The proposed rule makes sev-
eral changes to the Historically Underutilized Business
Zone (HUBZone) program, the 8(a) Business Develop-
ment program (the 8(a) Program), and the SBA’s size
regulations, as well as technical changes to the WOSB
and Veteran Small Business Certification (VetCert) pro-
grams. The Proposed Rule clarifies and improves policies
surrounding some of those changes. The SBA proposed
many changes to make requirements consistent across
the multiple socioeconomic programs, which should en-
sure that the size and status requirements will be uni-
formly applied.

Beyond lauding most of the proposed rule and request-
ing additional time to provide further comments, the Sec-
tion’s comments recommended five changes to the SBA:

1. SBA should make additional revisions to 13 C.ER.
§ 121.1001 to identify who may initiate size pro-
tests or size determinations.

2. SBA should not consolidate the recertification re-
quirements for all SBA programs, as each has dif-
ferent requirements and should have different
standards.

3. SBA should consider the disruption the new recer-
tification rules will have on existing concerns and
their contracts, particularly Federal Supply Sched-
ule contracts, which SBA has historically not
sought to regulate. SBA should ensure the final rule
is prospective and not retroactive.
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4. SBA should amend the mentor-protégé program
portion of the proposed rule to alleviate harms to
protégés when mentors merge, are acquired, or ac-
quire other protégés.

5. SBA should ensure HUBZone employees are pro-
tected under the Uniformed Services Employment

and Reemployment Rights Act (USERRA).

SBA Rule of Two for Multiple-Award Contracts
Submitted on December 16, 2024, the Section provided
comments’! on Docket 2024-0002—Increasing Small
Business Participation on Multiple-Award Contracts.?
The proposed rule would clarify the applicability of the
“Rule of Two” to multiple-award contracts (MACs) by
directing that an agency set aside an order under a MAC
for small business contract holders when the contract-
ing officer determines there is a reasonable expectation
of obtaining offers from two or more small business con-
tract holders under the MAC that are competitive in
terms of market prices, quality, and delivery.

The Section raised several issues with the proposed rule:

1. SBA should add a mechanism to require contract-
ing officers to justify in writing refusal to imple-
ment a set-aside recommendation from SBA’s

Procurement Center Representative (PCR).

2. SBA should clarify that the exception regarding
repetitive orders applies only to orders under the
same MAC and within the prior six months, rather
than 18 months.

3. SBA should increase the period of time for agency
coordination with SBA PCRs and also add more
precision to the standard for when coordination
should occur.

4. SBA should align the rule to comply with the deci-
sion from the US Court of Federal Claims in Toll-
wer Grp., Inc. v. United States, 151 Fed. Cl. 70, 104
(2020), by requiring agencies to provide a written
justification for why the agency is using a particular
MAC that does not have any small business holders.

Conclusion

We thank the Section members who contributed to
these public comments for their time and attention.
When it comes to public contracting, regulations are in-
evitable. But improving the quality of these regulations
relies on the careful consideration of individuals in the
FAR Council, particular agencies, and members of this
Section. If you are interested in joining the Legislative
and Regulatory Coordinating Committee and helping
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with future public comments, please contact Co-Chairs
Eric Crusius (eric.crusius@hklaw.com) or George Petel
(gpetel@wiley.law). P
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LICENSING COMMERCIAL SOFTWARE TO THE US GOVERNMENT

continued from page |

software can pose significant national security risks.
Programs like the Adaptive Acquisition Framework
and the Software Modernization Implementation Plan
emphasize agile and flexible procurement processes,
allowing DoD to rapidly deploy new capabilities, en-
hance interoperability, and reduce acquisition time-
lines. The federal government’s substantial investment
in software licenses, exceeding $100 billion annually,
underscores the critical role of software in federal oper-
ations and the importance of effective license manage-
ment for value and efficiency.

In this article, we will explore the key consider-
ations when licensing commercial software to the US
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government, examining the evolving policies and prac-
tices that shape software procurement in the defense sec-
tor. This article begins by exploring the evolving policies
that guide the US government’s acquisition of commer-
cial software, highlighting the shift toward more agile
and flexible procurement methods, and emphasizing

the importance of speed, efficiency, and alignment with
modern development practices. This article continues
by defining commercial software in the context of gov-
ernment procurements, distinguishing between com-
mercially available off-the-shelf (COTS) software and
open-source software. The article also discusses the dif-
ferent types of licenses required for various software
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distribution models. Next, this article provides a detailed
examination of the government’s license rights in com-
mercial software, including the legal framework estab-
lished by the FAR and DFARS. This section also ad-
dresses common conflicts between commercial software
licenses and federal law. Next, this article explores the
legal avenues available for enforcing software license
rights against the US government, including copyright
infringement claims and breach of contract claims, while
examining recent decisions from the Board of Contract
Appeals and US Court of Federal Claims. This article
then concludes by discussing certain compliance mea-
sures that software vendors must adhere to when licens-
ing software to the US government. It covers require-
ments such as NIST attestation, FedRAMP, and the
disclosure of information regarding foreign obligations.
Licensing commercial software to the US government is
a complicated business, but this article should help iden-
tify the key considerations that every company should
keep in mind when operating in this market.

Government Software Acquisition Policy

The policies governing the US government’s acquisition
of commercial software are evolving in an effort to ad-
dress the challenges of rapid technological advancement
and operational complexity. Both DoD and civilian fed-
eral agencies are adopting more agile, flexible approach-
es to software procurement, emphasizing the need for
speed, efficiency, and alignment with modern develop-
ment practices. For DoD, initiatives such as the Adap-
tive Acquisition Framework and Software Moderniza-
tion Implementation Plan reflect a shift toward iterative
and modular processes tailored to defense requirements.
Similarly, civilian agencies are leveraging category man-
agement principles, enterprise licenses, and govern-
mentwide acquisition contracts to streamline software
procurement. Understanding these policies is critical for
negotiating software licensing agreements, as they define
the framework within which contracting officers acquire
commercial software solutions.

The Defense Acquisition System and Software Modernization
Initiatives

The Defense Acquisition System (DAS) plays a pivot-
al role in ensuring DoD acquires and sustains capabili-
ties to meet national security challenges.! Within the
DAS, the Adaptive Acquisition Framework (AAF) pro-
vides a set of tailored procurement pathways designed to
streamline the software acquisition process, allowing for
flexibility and speed in awarding acquisition vehicles for
complex programs.” Among these pathways, the Soft-
ware Acquisition Pathway (SWP) addresses the unique
life-cycle requirements of software systems, recognizing
the distinct challenges of acquiring and sustaining soft-
ware in an era of rapid technological evolution.’ The
SWP focuses on iterative development, continuous inte-
gration, and rapid deployment, recognizing that software

capabilities must evolve rapidly to maintain operational
relevance.?

DoD’s Software Modernization Implementation Plan
(SMIP) underscores the importance of modernizing soft-
ware development, deployment, and sustainment pro-
cesses to support evolving mission requirements.’ The
SMIP is a comprehensive roadmap aimed at driving en-
terprise-level efficiencies, advancing digital engineering,
and ensuring cybersecurity resilience. This plan builds
upon the foundation established by the SWP, emphasiz-
ing the integration of commercial best practices, automa-
tion, and open architecture principles. These elements
are crucial for fostering collaboration with industry part-
ners while accelerating the delivery of software solutions
to warfighters.

Software procurement policies also have been issued
by the individual service branches. For example, the
Army has taken a significant step forward in its mod-
ernization efforts with the publication of Army Direc-
tive 2024-02.° This directive outlines the US Army’s
framework for adopting agile methodologies like con-
tinuous integration/continuous delivery, implementing
DevSecOps practices (Development/Security/Opera-
tions),’ and leveraging modular open systems architec-
tures across Army software programs. By prioritizing it-
erative development cycles and continuous integration,
the Army directive seeks to reduce acquisition timelines
and enhance the delivery of mission-critical capabilities
to warfighters. A core tenet of Army Directive 2024-02
is the alignment of software acquisition processes with
the broader objectives of DoD’s Software Acquisition
Pathway.

While DoD has taken several steps to modernize its
approach to software acquisition, the Department faces
persistent challenges in modernizing its software prac-
tices, as highlighted by multiple reports from the Gov-
ernment Accountability Office (GAO). Recent GAO
reports provide a comprehensive overview of DoD’s soft-
ware acquisition and modernization challenges, high-
lighting critical gaps and progress made between 2020
and 2024. In 2021, GAO underscored systemic obstacles
faced by DoD in implementing its updated policies to im-
prove its software acquisition processes.® Although an in-
creasing number of programs reported using these new
methods, GAO found that many DoD programs have
yet to implement these practices and that DoD had not
consistently collected data or developed metrics to assess
adoption and implementation. Similarly, in 2023, GAO
emphasized that while DoD had initiated reforms under
the AAF, implementation remained stubbornly inconsis-
tent across different programs, especially for acquisitions
of weapons systems proceeding outside the normal soft-
ware acquisition pathway.’

The most recent assessment continues to identify on-
going deficiencies in DoD’s ability to measure the per-
formance of software development initiatives, citing in-
adequate use of metrics and gaps in cybersecurity.'” This
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report also discusses how legislative mandates, such as the
National Defense Authorization Act for FY 2018, have
driven some progress in policy alignment but have not
fully addressed operational inefficiencies.’”? Collectively,
these findings reveal that while DoD has made strides to-
ward modernizing its software acquisition processes, sig-
nificant challenges persist. For now, it is safe to assume
that policies will continue to evolve, and procedures will
undergo additional evolutions as DoD continues to work
through these issues and refine its acquisition processes.
Even though DoD policy is far from settled, the over-
all direction taken by these recent reforms to DoD soft-
ware acquisition procedures is clear. From a licensing
perspective, initiatives like the SWP and SMIP highlight
significant shifts away from the traditional acquisition
process in how DoD approaches software procurement
and life-cycle management. Historically, DoD relied
heavily on bespoke software solutions developed under
rigid contracts.” However, the AAF and SMIP and the
services’ further implementation of these initiatives re-
flect a shift toward acquiring commercial software solu-
tions and rapidly deploying and integrating them into
larger defense systems. This increased reliance on and in-
tegration of commercial software into platforms and pro-
grams that have historically relied on noncommercial so-
lutions raises critical intellectual property (IP) concerns,
and the shift means that effective licensing terms must
balance the commercial market’s expectations with the
government’s needs for transparency, adaptability, and
long-term support. Understanding the interplay between
these initiatives and commercial practices is essential for
negotiating software licenses with DoD customers.

Modernizing Federal Civilian Software Procurement
Federal civilian agencies are increasingly embracing
streamlined acquisition processes to modernize their
software procurement practices and to keep pace with
technological advancements. Reflecting a broader gov-
ernment-wide shift, the General Services Administra-
tion (GSA) and the White House’s Office of Manage-
ment and Budget (OMB) have developed initiatives
aimed at improving the acquisition and management of
commercial software.'* These efforts focus on promot-
ing agility, efficiency, and cost-effectiveness in response
to longstanding challenges associated with traditional
procurement methods. A key development in this area is
the implementation of category management principles
and the establishment of government-wide acquisition
contracts (GWACGC:s) tailored for software and informa-
tion technology (IT) solutions.

Central to these modernization efforts is the Feder-
al IT Acquisition Reform Act (FITARA), which directs
agencies to acquire and manage commercial and COTS
software in a more coordinated way.” Complementing
FITARA, OMB directed agencies to transition to cen-
tralized and collaborative software management and de-
velop government-wide strategies to reduce duplication
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of efforts, such as increasing government-wide software
agreements for mandatory use by all agencies.!® GSA has
aimed to improve transparency in software purchasing
and reduce duplicative acquisitions. It offers software li-
censes and software maintenance services on its Multiple
Award Schedule (MAS), GWACs, and SmartBUY blan-
ket purchase agreements (BPAs)."” General Services Ad-
ministration Acquisition Regulation (GSAR) Case 2015-
G512 was published as a final rule on February 22, 2018.18
The rule, now a mandatory solicitation provision, sup-
plies mandatory language to replace common commer-
cial terms for use of computer software that conflict or
are otherwise incompatible with federal law."

The shift toward commercial software procurement rais-
es unique challenges related to licensing terms and vendor
relationships. For example, category management principles
encourage bulk purchasing agreements and enterprise li-
censes, which can yield significant cost savings for the gov-
ernment, but also require careful negotiation to ensure com-
pliance with federal laws and policies. Moreover, the rise of
cloud-based solutions and software-as-a-service (SaaS) offer-
ings have introduced new complexities, particularly around
data sovereignty, cybersecurity, and contract administra-
tion. Civilian agencies and contractors must navigate these
dynamics to craft license agreements that balance innova-
tion, flexibility, and risk mitigation.

As with DoD, federal civilian agencies also continue
to face ongoing challenges in modernizing their software
acquisition and management practices. GAO has iden-
tified inefficiencies and opportunities for cost savings by
concluding that many federal agencies lack comprehen-
sive and accurate inventories of their software licenses
or consistent tracking of software usage and purchas-
es, making it difficult to reduce over- or under-purchas-
ing licenses and manage inventory of existing licenses.?
These observations echo eatlier assessments.?! Vendors
providing commercial software and I'T solutions to gov-
ernment customers should recognize that while acquisi-
tion policies continue to evolve across the federal gov-
ernment, implementation will take time.

License Acquisition Vehicles and License Management

The government employs a variety of acquisition vehi-
cles to streamline the procurement of commercial soft-
ware and IT solutions. These vehicles enable agencies

to leverage pre-negotiated terms, achieve economies of
scale, and expedite the acquisition process. For defense
and civilian agencies alike, these tools play a critical role
in balancing efficiency, compliance, and adaptability
while navigating the complexities of software licensing.
Notable among these vehicles are DoD’s Enterprise Soft-
ware Initiative (ESI) and the GSA MAS program.

The ES]J, established by DoD, is a strategic sourcing
program that provides streamlined access to enterprise-
level software and I'T products.?? DoD also has standard-
ized acquisition procedures through the ESL.? ESI agree-
ments consolidate demand across DoD components and

Published in The Procurement Lawyer, Volume 60, Number 2, Winter 2025. © 2025 by the American Bar Association. Reproduced with permission. Al rights reserved. This information or any portion
thereof may not be copied or disseminated in any form or by any means or stored in an electronic database or retrieval system without the express written consent of the American Bar Association.



Access Past CLE Webinars:
PCL On-Demand Video Library

View the PCL On-Demand Library

In addition to the Section’s live CLE programs, you can access the Section’s on-demand videos

on your own time. Explore new programs on the most pressing issues in the government

contracts arena and earn your CLE credit. Recent courses include:

Ethics CLE: Navigating Ethical Obligations with Emerging Technologies

Recent Supreme Court Decisions and Upcoming Cases Important to Government Contractors

Avoid Getting Stuck in the Revolving Door: Understanding, Preventing, and Mitigating
Conflicts of Interest When Employees Move Out of and Into Government Service

Practical Strategies for Drafting and Negotiating Teaming Agreements and Subcontracts

And More!

other federal agencies, allowing for volume discounts and
uniform licensing terms.?* ESI also addresses critical con-
siderations like data rights, cybersecurity compliance,
and sustainment, offering a framework that aligns with
the unique operational requirements of defense agencies.
For federal civilian agencies, the GSA MAS program
remains one of the most widely used acquisition vehicles
for software procurement. Specifically, Schedule 70—
now integrated into the consolidated MAS—provides
access to a broad array of software solutions, includ-
ing cloud-based platforms and Saa$S offerings. The GSA
MAS program enables agencies to procure commercial
software with pre-negotiated pricing and terms that com-
ply with the Federal Acquisition Regulation (FAR). Ad-
ditionally, programs like the IT Schedule 70’s Special
Item Numbers (SINs) for cloud computing and cyberse-
curity tools ensure that agencies can access specialized
products while meeting emerging technology standards.
These acquisition vehicles highlight the government’s
increasing reliance on commercial software solutions to
meet operational and mission needs. While these con-
tracting vehicles provide significant advantages in terms
of efficiency and standardization, they also introduce
complex licensing challenges that require careful legal
scrutiny. Contractors and government agencies must
navigate a patchwork of regulatory requirements, agen-
cy-specific policies, and evolving technology standards
to ensure agreements align with both commercial best
practices and federal mandates. Understanding the nu-
ances of these acquisition vehicles is essential to crafting

contracts that balance innovation, compliance, and mis-
sion assurance.

Software license management is intended to manage,
control, and protect an organization’s software assets, in-
cluding management of the risks arising from the use of
those software assets.?”> Properly managing software li-
censes helps to minimize risks by ensuring licenses are
deployed cost-effectively and used in compliance with li-
censing agreements. Software license management also
ensures software purchasing and maintenance expenses
are properly controlled. This management includes (1) a
regular reconciliation review by agencies to ensure they
have the appropriate number of licenses for each item of
software in use and (2) reviews by vendors to assess the
number of licenses in use to ensure the legal agreements
that come with procured software licenses are adhered
to and that organizations avoid purchasing unnecessary
licenses. These reviews—known as “true-up and true-
down” reviews—are intended to either “compare[] the
current software deployment to the software purchase
data to revalidate and reconcile software utilization with
historical software procurement data and terms and con-
ditions” (true-up review) or “determinel] if fewer licenses
are required” (true-down review). These reviews occur
prior to software license renewals or exercising options
under a software license agreement.?

However, the government often fails to properly man-
age its purchased licenses by either over- or under-pur-
chasing software licenses.?”” Recent government-wide
software license initiatives and, if enacted, proposed
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legislation are aimed at improving agencies’ management
of software licenses to, among other things, consolidate
government software purchasing. This includes a gov-
ernment-wide initiative aimed at standardizing software
license data to include a vendor assessment initiative,

a government-wide 1T taxonomy modernization initia-
tive,?® and a government-wide licensing agreement initia-
tive.” In March 2023, legislation was introduced in Con-
gress, titled the “Strengthening Agency Management
and Oversight of Software Assets Act” (SAMOSA), to
provide Congress improved visibility of federal agency
software asset management practices.*

Commercial Software Overview

What Is Commercial Software?

Commercial software, in the context of federal procure-
ments, is software that is licensed or offered for license
to the general public, typically for purposes other than
governmental purposes.’! The government typically ac-
quires commercial software under the same licenses of-
fered to the public to the extent that such licenses are
consistent with federal law.*> As with any other commer-
cial product, commercial software can include software
not yet available in the commercial marketplace but will
be in time to satisfy the delivery requirements under a
government solicitation, as well as commercial software
that has undergone customary or minor modifications to
meet government needs.” To the extent that commer-
cial software licenses include support services, those ser-
vices are typically considered commercial services be-
cause they support a commercial product.**

Many software products are “commercially available
off-the-shelf” (COTS) and are designed to be ready to
use and integrate with existing systems.” COTS software
is a narrow subset of commercial software. To be consid-
ered COTS, software must be (a) commercial software,
(b) licensed in substantial quantities in the commercial
marketplace, and (c) offered to the government with-
out modification.’® COTS software is often developed by
third-party vendors and can include operating systems,
office suites, productivity applications, email programs,
communication protocols, and device drivers.

COTS software is popular because it is convenient
and affordable and offers a wide range of features. It can
be a good choice for projects with tight schedules and
budgets. However, there are some potential drawbacks
to using COTS software, including reliance on a third-
party vendor to continue to support the software and
the software possibly requiring substantial customiza-
tion. While generally the up-front adoption costs may
be lower, COTS software could be more expensive in
the long run if the user-base increases or the software re-
quires periodic licensing.

What Is Open-Source Software?
“Open-source software” is defined as “software for which
the human-readable source code is available for use,
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study, re-use, modification, enhancement, and re-dis-
tribution by the users of such software.”” Open-source
software is distributed under licenses that grant users
permission to use, modify, and distribute software under
certain conditions. These licenses ensure the software’s
source code is available to the public. Thus, open-source
software generally is licensed under common licenses,
such as Apache 2.0, MIT, and GNU General Public Li-
cense (GPL). If open-source software is already available
to the public and is used unchanged, it is usually consid-

ered COTS software.

When Are Software Licenses Required?

Software is protected by copyright, and each of the copy-
right “bundle of rights” can be separately or collective-
ly licensed. These rights include the right to reproduce,
distribute, create derivative works, publicly perform,

and publicly display the software, allowing the copyright
owner to control how their software is used and exploit-
ed commercially.’® As a result, software licenses are re-
quired whenever externally acquired software is installed
on one or more user computers, installed on a centrally
accessed server, or accessed via the Internet.”

What Are the Different Types of Cloud-Based Software
Distribution Licenses?

Software is distributed in a number of different ways,
each of which requires a specific licensing scheme. These
include distribution of copies, on media* or via the In-
ternet, to be downloaded on individual computers; “In-
frastructure-as-a-Service” (IaaS), which refers to a cloud
computing model where a provider delivers essential IT
infrastructure like servers, storage, and networking ca-
pabilities to users on demand; “Platform-as-a-Service”
(PaaS), which provides a cloud-based platform that de-
velopers can use to create online software; and the more
widely adopted “Software-as-a-Service” (SaaS), which is
cloud-based software that is hosted online and delivered
to licensees via the Internet.

Common Licensing Terms

Identity of Parties

In most instances, the identity of the licensor is simple,
assuming all rights to the software are owned by a sin-
gle entity. Identification of the licensee, however, can
be challenging, particularly in the context of the federal
government. For example, agencies may have one fulfill-
ment group entering into the contract, while acting on
behalf of multiple different entities that will be using the
software. This issue can become particularly complex
when identifying who the expected authorized users will
be and their relationship to the licensing entity.

Duration

An essential term of every software license is its dura-
tion. This is particularly important because, depend-
ing on the duration of a copyright license, licensees may
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NOMINATIONS FOR PCL LEADERSHIP ARE BEING ACCEPTED

Visit Nominations and Elections Info

Calling All PCL Leaders! Are You Ready To Take The Next Step?

The Section of Public Contract Law provides balanced recommendations on procurement policy, a forum to
engage with colleagues across all segments of the procurement industry, and opportunities to gain insight into
federal, state, and local public contract law.

The Section’s Nominating Committee is now accepting nominations and statement of interest submissions for
leadership positions for 2025-2026. The open positions are:

e Secretary

e Membership Officer (two-year term ending August 2027)

e Section Delegate to the ABA House of Delegates (three-year term ending 2028)
e Four Council members (three-year term ending August 2028)

To qualify for election to the offices above, an individual must be a member of the Section for at least two full
years. Officers generally have been active Section members for longer and have served in other leadership roles.

If you have been active in the Section over the years by frequently attending Council meetings and educational
programs, if you've been the chair, co-chair, or vice-chair of one or more committees, and/or if you've been a
contributor to the Section’s journal or newsletter, please consider submitting your name for consideration for one

of the Officer or Council positions for 2025-2026. The deadline to apply is April 1, 2025.

Please keep in mind that Council membership is for a three-year term, during which Council members are
expected to regularly comment on, participate in, and contribute to various Section matters, as well as attend
Section programs concurrent with the Council meetings. A strong preference, therefore, will be given to those
individuals who have demonstrated a willingness to be active Council participants. Preference will also be given
to nominees for Council member positions who have not previously been elected to a three-year term to the
Section Council.

If you have a strong history of service to the Section, please consider enhancing your involvement as an
Officer or Council member by submitting an Officer/Council nomination form accompanied by a statement
of interest outlining your interest and summarizing your past and current Section activities to Section
Director Patty Brennan. Please visit our Nominations and Elections Info page for information and
guidance on preparing your submission for review by the Nominating Committee. The Nominating
Committee will host a call in February to discuss the open positions and answer your questions.

The following Section members have been appointed as the Nominating Committee:

Eric Whytsell — Chair
Missy Copeland — Member
Judge Elizabeth Witwer — Member

The Nominating Committee’s report will be available on the Section website on or before June 1, 2025, and
the Committee will report to the Section at the Annual Business Meeting, August 9, 2025, where the Section
membership will vote on the nominees.
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periodically incur charges in order to continue using the
software. These charges must be considered in the ac-
quisition process. Licenses for COTS software are often
perpetual, in that once licensed to the end-user, the li-
censee is not required to renew the license on a period-
ic basis. This is often seen in connection with operat-
ing systems, email clients, and word processing software.
More specialized software is often licensed for a specific
initial duration followed by automatic extensions until
cancelled. The duration can vary from days to years and
may or may not include upgrade rights.

Scope of Use

1. Users

Interwoven with the identification of the proper licensee
for software is the identification of the users who are ex-
pected to have access to the software. The categories of
users might include the licensee’s affiliates, contractors,
and, sometimes, third parties, if the licensed software is
intended to be used in conjunction with other software
or services being provided by the licensee.

Historically, software licenses were based on one of
two criteria: (1) the number of permitted copies that
could be used or (2) the computing capacity of the li-
censee’s computers. The latter measure has fallen out of
favor but is still seen when software is used on mainframe
computers—complex, high-performance computers that
are used by organizations to process large amounts of
data and perform critical applications. These licenses are
linked to the speed or power of the server on which they
run, or the number of processors.

User-based licenses come in a variety of different con-
figurations. These include (1) per-copy licenses, which
may be further delimited by the number of users allowed
per license; (2) concurrent use licenses, which allow for
a specified number of users to connect simultaneously to
a software application; and (3) enterprise or site licenses,
which can extend to all users in a particular unit or divi-
sion or a specific physical site. Many times, user-based li-
censes are managed using software that tracks when and
by whom a particular piece of software is accessed.

2. Territory

Rights in copyright are territorial in nature, meaning that
works are protected according to the copyright laws of the
country in which the software is used. As a result, care
should be taken regarding where licensed software will be
accessed and whether that access will be on US territory.

3. Modifications

COTS software generally is distributed as executable
code, which does not allow for easy modification by the
licensee or end user. Nonetheless, there may be instanc-
es where modifications are needed to allow for interop-
erability with existing platforms or needs. License agree-
ments should account for both permission to modify the
software and the ownership of such modifications.
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License Fees

As noted, COTS software licenses are typically perpet-
ual and only require an upfront fee. Some commercial
software, including some COTS software, include fees
for initial and continued use of licenses. These fees may
include, as part of the license contract, access to product
support (e.g., maintenance, trouble shooting, and train-
ing) and/or other services, including upgrades. License
fee models differ significantly depending on the software
product and vendor.

Other Common Terms

Software licenses, like most contracts, usually include
terms that account for indemnity by the licensor for in-
fringement or errors in the software, indemnity by the li-
censee for certain actions, confidentiality, alternative dis-
pute resolution, choice of law, and other oft-seen terms.

Federal Government Software Licensing
Government's License Rights in Commercial Software
Companies developing and licensing commercial soft-
ware are mindful of protecting their valuable intellec-
tual property to maintain their competitive advantage.
Although a software developer generally maintains legal
ownership of its proprietary software, it provides cer-
tain license rights to others for a fee in order for them to
use that software. Consider, for example, Microsoft Of-
fice, a widely used collection of applications that help
with productivity and common computer tasks, includ-
ing programs for word processing, spreadsheets, presen-
tations, databases, email, and more. While Microsoft
always owns its product, the authors of this article are
using Microsoft Word pursuant to a license containing
certain terms and conditions of use. When Microsoft or
similar companies license their software products to the
federal government, they want to ensure the govern-
ment does not obtain greater license rights than ordinar-
ily given to the general public, fearing expanded govern-
ment rights could weaken their competitive position and
limit their ability to profit from their innovations in the
market if different from the rights granted in the normal
commercial market. On the other hand, the government
wants to obtain the necessary rights to use, modify, and
distribute the software effectively to support its missions.
Notably, there is virtually no guidance in the FAR re-
garding negotiating commercial software licenses, with
only a passing reference in the Defense Federal Acquisi-
tion Regulation Supplement (DFARS) to the “Govern-
ment’s interest” and negotiating the desired rights “at
a fair price.™ What the FAR and DFARS do contain,
however, is a legal framework for establishing the govern-
ment’s license rights in software, which in turn informs
the negotiation. As such, different rules apply depend-
ing on whether the computer software is considered com-
mercial or noncommercial, as prescribed in the FAR and
DFARS. When acquiring noncommercial computer soft-
ware, the government typically seeks specific licensing
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rights, such as unlimited rights, government purpose
rights, and restricted rights in that computer software.
When acquiring commercial computer software, the gov-
ernment typically follows standard commercial terms
and conditions being offered by the contractor. Indeed,
the government has a statutory preference for purchasing
commercial products and services.* Thus, government
agencies often acquire commercial computer software
and related services through FAR Part 12 acquisitions for
commercial products and services.

As discussed in the outset of the previous section on
commercial software, the FAR defines “commercial com-
puter software” as any computer software that is a “com-
mercial product” or “commercial service.™ The FAR de-
fines “commercial product” as a product, other than real
property, that is typically used by the general public or by
nongovernmental entities for purposes other than gov-
ernmental purposes. It includes products that (1) have
been sold, leased, or licensed to the general public or
(2) have been offered for sale, lease, or license to the gen-
eral public. It also includes products that have evolved
therefrom, including products that have been modified
or adapted from a commercial product to meet specific
government requirements, as long as the modifications
do not significantly alter the product’s function or essen-
tial physical characteristics.* The DFARS definition of
“commercial computer software” essentially tracks the
same elements of the FAR.® Thus, if software meets the
definition, it is considered “commercial,” even if the gov-
ernment paid for its development.*

The FAR and DFARS prescribe the government’s
legal rights in a software license. The FAR mandates the
government must acquire commercial computer software
(and computer software documentation) “under licens-
es customarily provided to the public to the extent such
licenses are consistent with Federal law and otherwise
satisfy the government’s needs.* The government has
only the rights specified in the license, which must be
approved and attached to the contract.*® Thus, the gov-
ernment’s rights will consist of what is contained in the
manufacturer’s end user licensing agreement (EULA),
except to the extent such terms either (1) are inconsis-
tent with federal procurement law or (2) do not other-
wise satisfy the government end user’s needs. Therefore,
contractors are not required to (1) “[flurnish technical
information related to commercial computer software
or commercial computer software documentation that
is not customarily provided to the public” or (2) “[t]elin-
quish to, or otherwise provide, the Government rights to
use, modify, reproduce, release, perform, display, or dis-
close commercial computer software or commercial com-
puter software documentation except as mutually agreed to
by the parties.™

FAR 52.227-19, Commercial Computer Software Li-
cense, states that the commercial computer software de-
livered under the contract may not be used, reproduced,
or disclosed by the government except as provided in the

clause, which allows the government certain commercial
rights including the ability to use the software with the
computer for which it was acquired, use with a backup
computer, reproduce for safekeeping (archives) or back-
up purposes, modify the software, and disclose to support
contractors.”

Similar to the FAR, the DFARS instructs that com-
mercial computer software or commercial computer soft-
ware documentation “shall be acquired under the licens-
es customarily provided to the public unless such licenses
are inconsistent with Federal procurement law or do not
otherwise satisfy user needs.”! Thus, the software license
specifies the government’s legal rights to use software in
accordance with terms and provisions agreed to by the
software copyright owner, including any rights to use,
modify, reproduce, release, perform, display, or disclose
computer software or computer software documenta-
tion.”> Moreover, the government must, to the maximum
extent practicable, competitively obtain commercial
computer software and commercial computer software
documentation using firm-fixed-price contracts or firm-
fixed-price orders under available pricing schedules.>

There is no DFARS clause for commercial software.
This is because, due to DoD’s preference for acquir-
ing commercial products and services, as codified in 10
U.S.C. § 3453 and 41 U.S.C. § 3307, commercial soft-
ware licenses shall be used rather than a DFARS clause.
Notably, DoD issued a final rule on March 22, 2023, im-
plementing a new statutory direction at 10 U.S.C. § 4576
requiring DoD to consider all noncommercial computer
software and related materials necessary for the agency’s
needs throughout the software’s life cycle during acqui-
sition negotiations in order to improve acquisition plan-
ning and ensure fair and reasonable pricing for software
deliverables and license rights before contract award.’*
Although DoD acknowledged the statute applies to non-
commercial software, it noted that the statute also allows
for the consideration of commercial software to meet the
government’s life-cycle needs, and directs the govern-
ment to acquire all necessary software and related mate-
rials, regardless of their commercial status, to support the
life cycle of noncommercial software. The final rule also
allowed for alternative deliverables when software deliv-
ery is not feasible. DoD asserts that this approach aligns
with its long-standing policies for acquiring commercial
software, which permit negotiations for additional deliv-
erables and license rights when standard commercial of-
ferings do not meet the government’s needs. The final
rule emphasized consistency with existing policies® and
allowed contracting officers discretion in considering
specific acquisition factors. This alignment with com-
mercial licensing models aims to encourage commercial
vendors to work with DoD.

Common Software License Provisions That Conflict with
Federal Law
Commercial software licenses, often referred to as EULAS,
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are typically designed for the general public and may not
align with federal legal requirements. When the govern-
ment acquires software, that software comes with a license
that sets forth the terms and conditions of use. That li-
cense can take different forms: a standalone document,

a clickwrap agreement, or a shrinkwrap agreement. De-
pending on the form the license takes, the government
may inadvertently agree to terms normally provided to
the general public but to which the government cannot
agree based on fiscal or procurement laws. For instance,
if the license takes the form of a clickwrap agreement—
where the user must agree to a license’s terms and condi-
tions prior to using the software—government users may
unknowingly agree to certain terms that the government
may be prohibited by law from accepting.

During the proposal phase of a commercial comput-
er software procurement, the government will typical-
ly review and evaluate the license terms and condition.
Where award is made, the government is required to in-
sert FAR 52.212-4, Contract Terms and Conditions—
Commercial Products and Services, into the awarded
contract. Moreover, the government will often incorpo-
rate the software license into the contract via exhibit or
addendum. Where conflicts arise between terms of the
contract and the license agreement, the order of prece-
dence clause will resolve the inconsistencies in a particu-
lar order, whereby the software license agreement takes
precedence over many of the terms and conditions of
the procurement contract.’® As a result, the government
often flags any license terms that (1) are inconsistent
with federal procurement law or (2) do not otherwise sat-
isfy the government end user’s needs.”’

There are certain clauses that are standard to a com-
mercial software license agreement that inherently con-
flict with federal fiscal or procurement law. For example:

1. Assignment Clauses: The Anti-Assignment Act
prohibits the assignment of government contracts
without the federal government’s express approval.”®
Many commercial licenses include clauses that allow
the contractor to assign the agreement to a third
party, which is not permitted under federal law.

2. Automatic Renewal Clauses: Commercial licens-
es may include a clause requiring automatic renew-
al of the license agreement. These clauses can vio-
late the Competition in Contracting Act (CICA),
which requires full and open competition for gov-
ernment contracts.”” Automatic renewals also may
conflict with the Anti-Deficiency Act (ADA) if
they obligate the government to future payments
without guaranteed appropriations.®® Moreover,
any automatic renewal that extends beyond five
years does not comply with FAR 17.204, which
places a restriction on option periods not to exceed
five years (including the base year).

3. Choice of Law and Forum Clauses: Commercial
license clauses often specify that disputes will be
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governed by the laws of a particular state and adju-
dicated in a specific forum. Such provisions conflict
with the federal government’s sovereign immunity,
which only allows lawsuits against the government
under specific conditions, such as those outlined in
the Tucker Act® and the Federal Tort Claims Act
(FTCA).®* Moreover, while the Tucker Act waives
the government’s sovereign immunity for contract
claims, the Contract Disputes Act (CDA)® gov-
erns the requirements for those claims. Thus, con-
tract disputes between the licensor and the govern-
ment are required to be governed by the CDA and
the FTCA, and the government will not agree to
be bound by state law, nor can the United States be
sued in state or foreign court.

Confidentiality Clauses: Clauses that require the
government to keep the terms of the agreement
confidential can conflict with the Freedom of Infor-
mation Act (FOIA), which mandates public access
to government records, including contracts.®
Indemnity Clauses: Both contractor and govern-
ment indemnity clauses can pose issues. Contrac-
tor indemnity clauses—which typically require the
contractor to defend the government against third-
party infringement claims concerning the product
or software—may conflict with the Department of
Justice’s (DOJ) exclusive jurisdiction over litiga-
tion involving the federal government. In other
words, the government cannot hand over the reins
of its defense or its settlement authority to a pri-
vate party. Government indemnity clauses—where
the government agrees to compensate the other
party (the indemnified party) for costs and expens-
es arising out of third-party claims—can violate the
ADA and exceed the purpose or amount prescribed
for the burdened appropriation, as prescribed with-
in the appropriations statute, if the indemnification
clause creates open-ended liabilities.

Limitation of Liability Clauses: These clauses
often limit the contractor’s liability for damages,
which can conflict with the CDA governing claims
involving federal contracts. Under the CDA, a
contracting officer does not have authority to set-
tle any claim that involves fraud.® Rather, only the
DOJ can litigate and settle claims pursuant to the
civil False Claims Act.%

Tax Clauses: Commercial license agreements
often contain a clause requiring the licensee to pay
for taxes associated with the purchase of the soft-
ware license. However, the federal government is
constitutionally immune from paying state taxes,
and any clause requiring the government to pay
such taxes is invalid.®

Termination Clauses: Commercial license agree-
ments often contain clauses allowing the contrac-
tor to unilaterally terminate the agreement for
breach or other reasons. However, such clauses
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conflict with the CDA and the FAR, which pro-
vide specific procedures for contract disputes and
termination. The government retains the right to
terminate the contract for convenience or cause.®

9. Unilateral Change Clauses: These clauses allow
the contractor to unilaterally modify the terms of
the agreement, which is not permissible under FAR
43.201, as only contracting officers can execute
modifications on behalf of the government.

10. Terms That Do Not Satisfy the Government’s
Needs: Beyond terms and conditions that are in-
consistent with fiscal or federal procurement law,
the FAR and DFARS mandate that commercial
license terms can be altered where the existing
terms do not otherwise satisfy the government end
user’s needs. The government sometimes has spe-
cific needs that are not always outlined in law and
require flexibility in commercial terms and condi-
tions. To account for these unique needs, the gov-
ernment sometimes uses this exemption to contract
on more familiar terms and to seek noncommercial
rights in commercial software.

Enforcing Contractors’ Rights When the Government
Violates the Software License

Enforcement by contractors involves legal actions seek-
ing monetary damages and, if possible, an injunction to
stop the government’s infringement. But bringing legal
action against the government is complicated. As a gen-
eral matter, the federal government can only be subject
to suit if it has waived sovereign immunity by statute

or by contract. There are two common types of law-
suits that can be brought against the government to en-
force violations of software license terms: (1) copyright
infringement claims under 28 U.S.C. § 1498 and (2)
breach of contract claims under the Contract Disputes
Act® or the Tucker Act.”®

Copyright Infringement

Liability

The Copyright Act of 1976, as amended, protects “origi-
nal works of authorship fixed in any tangible medium of
expression, now known or later developed, from which
they can be perceived, reproduced, or otherwise com-
municated, either directly or with the aid of a machine
or device.”™ Works of authorship include, among other
things, computer software.’

The Copyright Act grants a copyright owner “exclu-
sive rights to do and to authorize” certain delineated ac-
tions, including reproducing the copyrighted work in
copies and distributing those copies to the public.” Au-
thorization typically comes in the form of a written li-
cense.” Thus, the general public can only reproduce
copyrighted material through a license or other autho-
rization. This includes the federal government procur-
ing computer software that is published and copyrighted.
Anyone who violates an exclusive right of a copyright

owner is an “infringer” of the copyright.” Thus, to estab-
lish a prima facie case of copyright infringement pursu-
ant to 28 U.S.C. § 1498(b), a plaintiff must prove
“(1) ownership of a valid copyright, and (2) copying of
constituent elements of the work that are original.”"
Determining whether breach of a software license gives
rise to a claim for copyright infringement is difficult.
License agreements typically contemplate some form of
permissible copying. Thus, the scope of the license agree-
ment defines what qualifies as unlawful reproduction.”
For a claim of copyright infringement to arise, the copy-
ing must be beyond the scope of the license possessed by
the licensee.” Thus, copies of computer software subject to
a license agreement infringe a copyright if two things are
true: (1) the copies include original software code and
(2) the copying exceeds the scope of the license agree-
ment.” Additionally, whether a licensee acts beyond the
scope of the license agreement turns on whether that term
in the license is a condition that limits the scope of the li-
cense or is merely a covenant.*® A covenant is a binding
promise to do or not do something, while a condition is a
future event that must occur before a party is obligated to
perform a contract. Terms of a license are presumed to be
covenants, rather than conditions, unless it is clear that a
condition precedent was intended.’!

Damages
Congress waived sovereign immunity to allow copyright
owners to recover from the federal government their
“reasonable and entire compensation” for copyright in-
fringement.® The computation of “reasonable and en-
tire compensation” under the statute is essentially iden-
tical to “actual damages” under the Copyright Act.®
Normally, a copyright owner proves its entitlement
to damages through evidence of lost sales or diminished
copyright value. However, where copyright infringement
has not produced lost sales or opportunities or dimin-
ished the copyright’s value, damages are instead calculat-
ed based on a reasonable license fee, which is determined
using a hypothetical negotiation. In conducting the hy-
pothetical negotiation, courts examine the economic re-
alities using the factors suggested in the seminal patent
infringement case of Georgia-Pacific Corp. v. U.S. Ply-
wood Corp.3* These factors include (1) the infringer’s use
of the copyrighted software and its associated value,
(2) the established profitability of the copyrighted soft-
ware, and (3) the rates paid by the government for the
use of other similar software. Courts also consider all the
relevant facts—not just those known by the parties at
the time.* The hypothetical negotiation also assumes a
willing buyer and seller.%® Moreover, the court need not
assess the license fee with “mathematical exactness,” but
rather must be able to make a reasonable approxima-
tion.%” Such an inquiry often involves competing expert
witnesses and litigation, can be fact-intensive on both
the infringement and the damages owed, and can be-
come expensive for both parties.
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Jurisdiction

A copyright is an exclusive right affirmatively granted
to an author by the federal government. Thus, the gov-
ernment retains the ability to infringe any copyright
without permission, so long as the government pays the
copyright owner reasonable compensation. As a result,
the government and authorized contractors are not sub-
ject to regular infringement suits in US district courts,
nor can any court enjoin them from continuing the in-
fringement. Rather, the US Court of Federal Claims
(COFCQC) possesses exclusive jurisdiction to entertain
suits against the United States for the infringement of
copyrights that occur within the United States.%

The COFC's jurisdiction is subject to three limita-
tions.® The statute also provides that no recovery may be
had for any copyright infringement by the government
committed more than three years before the filing of the
complaint. The period during which an administrative
claim for compensation is pending is not counted as part
of the three-year period unless suit is instituted before
the government’s denial of the claim.”®

Two recent decisions from the COFC, both of which
are discussed below, underscore the critical importance
of clear and enforceable software licensing agreements in
government contracts, and the severe legal and financial
repercussions of noncompliance with licensing terms. In
Bitmanagement, the US Navy’s unauthorized use of soft-
ware due to failure to implement tracking software led to
significant liabilities, while in 4DD Holdings, the unau-
thorized copying and use of software by government of-
ficials resulted in substantial compensation for infringe-
ment. These cases emphasize the necessity for robust
license management and adherence to intellectual prop-
erty rights to avoid costly disputes.

1. Bitmanagement Software GmbH v. United States
In Bitmanagement Software GmbH v. United States,”" the
dispute centered around the US Navy’s unauthorized use
of Bitmanagement’s three-dimensional graphics software
known as “BS Contact Geo.” Bitmanagement, a Ger-
man company, developed the three-dimensional visual-
ization software enabling the visualization of geographic
information in third-party hardware and software prod-
ucts.”? Bitmanagement primarily licensed its software via
“PC” or “seat” licenses, which allowed one installation
of the software onto one computer per license.”” Each
copy of the software included a desktop executable file
and a web browser plugin file. The desktop file launched
the software as a standalone application, whereas the pl-
ugin launched the software within a web browser.”
Bitmanagement sold BS Contact Geo licenses to the
Navy’s Naval Facilities Engineering Systems Command
(NAVFAC) through a reseller, Planet 9 Studios, Inc.,
on three different occasions.” The Navy purchased one
copy in 2006, 100 copies in 2008, and 18 copies in 2012.%°
In each instance, Bitmanagement executed a license
agreement with Planet 9 indicating how many licenses
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Planet 9 was authorized to resell to the Navy.”” Thereaf-
ter, the Navy would purchase Bitmanagement’s licenses
directly from Planet 9% Thus, although the Navy was
bound by the terms of Bitmanagement’s software license,
there was no direct contract between Bitmanagement
and the Navy.”

During the course of the license purchases, Bitman-
agement and the Navy discussed moving to a floating li-
cense scheme to rectify certain issues the Navy was ex-
periencing managing its individual seat licenses.' In
particular, the Navy had an existing floating license
server tracking application called Flexera that could be
used to track BS Contact Geo by limiting the number
of simultaneous users of the software based on the num-
ber of available licenses.'" As a result, Bitmanagement
agreed to deliver to the Navy a no-cost modification in
the form of a new version of BS Contact Geo (version
8.001) “under the same terms of the recently awarded BS
Contact Geo license procurement contract with NAV-
FAC.”®? Thereafter, the Navy began widespread deploy-
ment of BS Contact Geo 8.001 across its Navy Marine
Corps Intranet (NMCI) network, where the software
resided for more than three years.'” During that time,
Flexera “did not monitor or control the use of the BS
Contact Geo plugin, i.e., the OCX component of the
software was not Flexera-enabled.”* In other words, the
Navy deployed the seat licenses across its entire network
without implementing Flexera to monitor usage, thereby
making it simultaneously available to all of the Navy’s
hundreds of thousands of users.

Bitmanagement sued the Navy in the COFC for copy-
right infringement under 28 U.S.C. § 1498(b). Follow-
ing trial, the COFC found the government not liable
for copyright infringement. Although the COFC found
there was no express agreement granting the Navy a li-
cense to install BS Contact Geo on all of the Navy’s
computers, Bitmanagement had authorized the Navy to
copy BS Contact Geo version 8.001 across the Navy’s
NMCI network of computers. Thus, although Bitman-
agement had established a prima facie case of copyright
infringement, the COFC found the Navy had an im-
plied-in-fact license permitting it to make the copies.'”
On appeal, Bitmanagement challenged the COFC’s find-
ing that the Navy had an implied-in-fact license permit-
ting it to make the copies, and even if such an implied
license existed, Bitmanagement argued the court failed
to address whether the Navy complied with the Flexera
condition of the license.'®

The US Court of Appeals for the Federal Circuit
(CAFC) upheld the COFC’s finding that the Navy had
an implied-in-fact license that allowed it to deploy BS
Contact Geo across its entire network.'”” Moreover, the
CAFC held that the implied-in-fact license was not pre-
cluded by the existence of express contracts between the
Navy and Planet 9, and between Planet 9 and Bitmanage-
ment.'® However, the CAFC found that even if the Navy
established that an implied-in-fact license could have
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covered the Navy’s actions, the Navy nevertheless com-
mitted copyright infringement by failing to comply with
a condition of the license—namely that the use of Flex-
era to track the number of simultaneous users was a condi-
tion precedent to the Navy copying BS Contact Geo onto
all Navy computers, a condition that the Navy failed to
meet.” The CAFC applied the legal framework that holds
that a copyright owner who grants a license to his copy-
righted material waives his right to sue the licensee for
copyright infringement and must instead pursue a claim
for breach of contract.''® However, if a license is limited in
scope and the licensee acts outside the scope, the licen-
sor can bring an action for copyright infringement under
28 U.S.C. § 1498(b).""" And whether a licensee acts outside
the scope of a contract by failing to comply with a term
of the parties’ agreement turns on whether that term is a
condition that limits the scope of the license or is merely a
covenant.!'? Terms of a license or contract are presumed to
be covenants, rather than conditions, unless it is clear that
a condition precedent was intended.'®

The CAFC concluded that Bitmanagement only
agreed to the Navy’s proposed licensing scheme based
upon the Navy’s promised use of Flexera to limit the
number of simultaneous users of BS Contact Geo, re-
gardless of how many copies were installed on Navy
computers.* Thus, even though Bitmanagement permit-
ted the Navy to allow mass copies of its software at no
charge, this was conditioned on the Navy’s use of Flex-
era at the time of copying the software, thereby making
use of Flexera a condition rather than a covenant."’® The
CAFC encapsulated the difference between a condition
and a covenant in this context:

Unlike payment, which is typically considered a covenant,
the use of Flexera at the time of copying was critical to the
basic functioning of the deal. The timing of Flexera was
key because the Navy’s tracking of BS Contact Geo users
was intended to establish how many additional licenses the
Navy would purchase. Without tracking, the Navy would
have no basis to purchase more licenses and, consequent-
ly, Bitmanagement would have had no reason to enter into
the implied-in-fact license. Unlike payment, which can
feasibly come at any time after contract performance, Flex-
era was only useful if it could track, from the beginning, the

number of Navy users.!!¢

After finding that use of Flexera was a condition rath-
er than a covenant, the CAFC noted that the parties
stipulated at trial that Flexera “did not monitor or con-
trol the use of the BS Contact Geo plugin,” which in-
cluded both a desktop executable file (EXE version) and a
web browser plugin file (OCX version), and it was not in
dispute that “the OCX component of the software was at
no point properly monitored by Flexera.”''” Although the
parties disputed whether the Navy monitored the EXE
version with Flexera, it made no difference as “[t|hat con-
dition could not have been met by monitoring only half

of each copy.”"'® As a result, the Navy’s failure to abide by
the Flexera condition of that license rendered its copying
of the program copyright infringement."” Consequently,
the CAFC vacated the previous judgment in favor of the
Navy and remanded the case for a calculation of dam-
ages to compensate Bitmanagement for the unauthorized
copying of its software.!?°

On remand, the COFC awarded Bitmanagement
$154,400 in damages based on the Navy’s actual use of
the software.”! Notably, this amount was significantly less
than Bitmanagement’s original claim of $155,400,000 (to-
taling only 0.1%), but the COFC disagreed with Bitman-
agement’s damages calculation.'”? Critically, the COFC, as
instructed by the CAFC, calculated damages based on the
Navy’s actual excess usage of the software rather than the
number of excess copies of the software made.'”> Ultimate-
ly, the COFC calculated damages based on the number of
unique-user licenses that Bitmanagement would have hy-
pothetically negotiated with the Navy to accommodate its
excess users, which was one of the three theories briefed by
the government.'”* Bitmanagement appealed the COFC’s
damages award, which the CAFC affirmed.!” Although
Bitmanagement ultimately prevailed, this decision appears
to mainly be a pyrrhic victory due to the paltry legal dam-
ages awarded. Had Bitmanagement put forth other dam-
ages theories in addition to the number of excess copies
made, it may have secured a higher damages award.

2. 4DD Holdings, LLC v. United States
This case highlights the critical importance of adhering
to software licensing agreements and the potential legal
repercussions of noncompliance. As discussed below,
the US Court of Federal Claims found that the govern-
ment had indeed over-installed the software beyond the
licensed terms, resulting in significant copyright viola-
tions. For commercial software licensors, it underscores
the necessity of clear, enforceable license terms and vigi-
lant monitoring of software usage by licensees. For end
users of computer software, it highlights the perils of ig-
noring license terms.

4DD Holdings, LLC v. United States'* involved a claim
for copyright infringement arising out of the breach of a
software license agreement. The software at issue was de-
signed to facilitate the sharing of medical records among
government agencies serving servicemembers, veterans,
and their families.””” DoD and the US Department of Vet-
erans Affairs (VA) had long struggled with maintaining
comprehensive health care records due to their storage
across numerous poorly connected databases.!”® To address
this issue, DoD initiated the Defense Health Manage-
ment System Modernization (DHMSM) program, aimed
at creating a single health record for every patient.'””” How-
ever, due to the lengthy implementation time, Congress
pressured DoD to find a quicker solution, leading to the
creation of the Defense Medical Information Exchange
(DMIX) program, which sought to federate existing data
from various sources into a single format.'*
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DoD selected Systems Made Simple (SMS) as the
lead contractor for DMIX and selected “Tetra Health-
care Federator,” a commercial software developed by
4DD Holdings (4DD), as the solution.” In order to run,
Tetra Healthcare Federator required a separate program
called “Tetra Studio,” a graphical interface and program-
ming tool that allows software engineers to “enable and
instruct Tetra Healthcare Federator how to function.”
4DD licensed its Tetra software in two ways It licensed
its Tetra Healthcare Federator software “per comput-
er core” (where a computer core represents a computer’s
processing power, with each Tetra license correlating
with one core)'” and licensed Tetra Studio on a per user
or per “seat” basis.**

The government initially licensed 64 cores of Tetra
Healthcare Federator and 50 seats of Tetra Studio for
approximately $1 million.”® The agreement included
an EULA that prohibited copying the software except
for a single backup copy."*® However, only two govern-
ment employees actually knew of the EULA's existence,
and neither employee was aware that the EULA prohib-
ited copying.””” In addition, although 4DD—like many
software companies—typically invoked a requirement
in their license agreement for monitoring license usage
(whereby the software alerts the owner when a copy of its
software is activated), 4DD could not invoke that feature
under this arrangement due to security risks to govern-
ment networks."*® As a result, the government bore the
burden of tracking license usage and ensuring compli-
ance with the license agreement.'*

During the software development life cycle, SMS cre-
ated thousands of unauthorized copies of Tetra Health-
care Federator and Tetra Studio, including backup cop-
ies, cloned virtual machines, and new copies released to
the Development and Test Center (DTC).'*° 4DD even-
tually discovered that the government had exceeded its
license by at least 68 computer cores.'*! Despite notify-
ing the government and initiating a “true-up” negotia-
tion to address the excess copies, the process was marred
by misrepresentations and evidence of destruction by
government officials."* One government employee or-
dered the deletion of Tetra copies in the DTC to avoid li-
ability, and both he and the other government employ-
ee falsely claimed to have verified the number of Tetra
installations.'®

The true-up negotiations culminated in a meeting
where the parties agreed that the government had ex-
ceeded the license by 168 cores.'** 4DD demanded pay-
ment at the Solutions for Enterprise-Wide Procurement
(SEWP) price of $24,000 per core, but the government
negotiated a lower price of approximately $10,000 per
core, resulting in a settlement of $1.7 million.> As part
of the settlement, 4DD released the government from
further liability."*® However, DoD soon abandoned Tetra
in favor of the DHMSM project, rendering the govern-
ment’s Tetra license essentially worthless."” The gov-
ernment waited several months to reveal its decision to
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4DD."8 The loss of its customer and doubts regarding the
government’s representations of how many Tetra copies
actually existed may have motivated 4DD to seek relief
in court, while also using the discovery process to uncov-
er the true extent of the government’s infringement.
4DD filed a lawsuit in the COFC for copyright infringe-
ment, claiming that the government infringed their copy-
right by copying and installing the software beyond the
scope of the license agreement, which only allowed for a
single backup copy."*’ The government argued as an ini-
tial matter that 4DD had released the government from li-
ability, thereby barring 4DD’s claim for copyright infringe-
ment."”°® However, the COFC found that the government’s
misrepresentations during the true-up negotiation invali-
dated the release of liability and that the government had
infringed 4DD’s copyright by making unauthorized cop-
ies.®! The government also argued that even without the
release, 4DD’s copyright claim was estopped because 4DD
delayed suit until after it knew about the government’s
over-installations.”” However, the COFC refused to apply
the equitable estoppel doctrine on the basis that the gov-
ernment had unclean hands as a result of its intention-
al destruction of evidence and subsequent lying to 4DD
about its actions.!”

Turning to the issue of whether the government was li-
able for copyright infringement, the COFC held that the
government infringed on 4DD’s copyright by making un-
authorized copies of its software beyond the scope of the
EULA, identifying seven categories of infringing copies,
including deployed virtual machine copies, backup cop-
ies, and RAM copies.”” The COFC determined that the
government created thousands of infringing copies dur-
ing the development and testing phases of the program.'”
The COFC rejected the government’s argument that only
“runnable” or functional copies should count as infring-
ing, noting that the Copyright Act defines a “copy” as any
material object in which a work is fixed and can be per-
ceived or reproduced.””® The COFC also rejected the gov-
ernment’s claim that copies without associated computer
cores should not count against the license.”” Ultimately,
the court found that all categories of copies identified by
4DD’s expert contained infringing copies and that the
government exceeded the license’s scope.””® The court ac-
cepted the expert’s count of infringing copies due to the
government’s destruction of evidence, which prevented a
more precise determination.’®

In analyzing what a hypothetical negotiation would
have produced in the way of a license agreement, the
court awarded 4DD a total of $11,159,907.45 in damages.'®®

Breach of Contract

Beyond claims for copyright infringement, as discussed
above, if the federal government already has a license,
whether express or implied, then any right to relief for
violation of the terms of that license will sound in con-
tract and should be pursued as breach of contract claims
rather than copyright infringement suits under 28
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U.S.C. § 1498. This includes cases where the govern-
ment exceeds its rights in data such as where the gov-
ernment threatens to release limited rights data or co-
py-restricted rights software in an unauthorized manner.
Contractors frequently attempt to preserve and protect
their copyright by incorporating their software licensing
into their contract with the government or into their
subcontract with a reseller who holds a contract with the
government. As discussed in the cases below, tribunals
have demonstrated a willingness to enforce these license
agreements against the government.

Where such rights are established in a procurement
contract, any claim should be filed under the CDA, and
may be pursued at the Boards of Contract Appeals or
COFC. If the license exists separate and apart from any
procurement contracts, a breach of contract claim may be
brought in the COFC under its Tucker Act jurisdiction
governing general contract disputes with the federal gov-
ernment. In such cases, the aggrieved owner is entitled to
its reasonable damages resulting from the breach, which
may be measured as lost profits or expectancy damages, or
as reliance damages or unjust enrichment, looking at the
contractor’s cost of developing the software.

Cases

1. Appeal of CiyaSoft Corp.

The Armed Services Board of Contract Appeals
(ASBCA) decision in CiyaSoft Corp.'¢! analyzes the inter-
section between the government’s rights under a contract
for commercial software licenses and the seller’s rights
preserved by its standard software license terms. This case
provides key examples of the critical considerations that
contracting officers and software vendors alike must con-
sider when entering into a procurement contract for com-
mercial software licenses under the FAR.

CiyaSoft entered into a contract with the government
to provide its proprietary commercial translation soft-
ware. The contract, awarded through a sole-source jus-
tification, involved the purchase of 20 software licenses
and included standard terms and conditions for commer-
cial products under FAR Part 12.!? The contract did not,
however, include FAR 52.227-19, Commercial Comput-
er Software License, and did not otherwise address any
other conditions or restrictions on the government’s li-
cense rights in the software.'®® Rather, the contract mere-
ly included a contract line item number (CLIN) stating
that it was for 20 single-user licenses.'**

CiyaSoft’s software was delivered on 20 compact discs
(CDs) with copies of written instructions, the single-us-
er license agreement, and a letter addressed to the con-
tracting officer.!® However, the government had neither
reviewed nor negotiated the terms of this license agree-
ment prior to delivery.'®® After receipt, CiyaSoft began to
suspect that the government violated the license agree-
ment due to multiple registrations for the same product ID
number and technical support inquiries from nonregis-
tered users, including nongovernment personnel.'” These

incidents led CiyaSoft to believe that the government in-
stalled copies of the software on multiple devices in ap-
parent contravention of the single-user restrictions, lead-
ing CiyaSoft to assert a breach of the license agreement.'*®
CiyaSoft filed a certified claim alleging breach of contract
and copyright infringement, which, upon denial by the
contracting officer, CiyaSoft appealed to the ASBCA.'¥
To prevail on its breach of contract claim, CiyaSoft
had to establish that the license agreement was part of its
contract with the government. The government argued
that the license agreement never became part of the con-
tract because the contracting officer never discussed it
with CiyaSoft and never saw a copy of it, the contract
did not address licensing agreement terms at all, and the
parties never modified the contract to incorporate the
license agreement.'® However, the ASBCA noted that
the contract expressly stated it was for 20 single-user soft-
ware “licenses,” and, in the absence of any other poten-
tially relevant license agreement, concluded that the
contract necessarily included CiyaSoft’s license agree-
ment."”! The ASBCA held that “it does not matter that
the licensing agreement was neither negotiated, nor the
terms known by the contracting officer. It is the policy of
the government, when licensing commercial software to
accept the licensing terms customarily provided by the
vendor to other purchasers, as long as the license is con-
sistent with federal law and otherwise satisfies the gov-
ernment’s needs.”'”” The ASBCA concluded that at the
time the contract was awarded in 2010, the FAR did not
address commercial “clickwrap” or “shrinkwrap” forms
of licensing agreements, and that CiyaSoft’s software li-
cense appeared consistent with those found enforceable
by the courts under current commercial law in many ju-
risdictions.'” Finally, the ASBCA found that because
the contract was expressly for purchasing software li-
censes, the government had a duty to inquire as to what

those license terms were, which the government failed to

do here.'™
The ASBCA ultimately concluded:

Accordingly, based on the fact that it is, and has been, the pol-
icy of the federal government prior to the award of the con-
tract to accept the terms of licensing agreements offered by
vendors of commercial software that are customarily provided
by the vendor to other purchasers and that vendors of com-
mercial software have long included shrinkwrap and clickwrap
license agreements with their software, which many courts
have found to be valid, enforceable contract terms and the
FAR currently also recognizes the validity of clickwrap and
shrinkwrap licenses, we find the contract included the licens-
ing agreement appellant shipped with its software. We also
hold the government can be bound by the terms of a commer-
cial software license it has neither negotiated nor seen prior to
the receipt of the software, so long as the terms are consistent
with those customarily provided by the vendor to other pur-
chasers and do not otherwise violate federal law.'”
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The CiyaSoft decision confirms contractors’ rights to
enforce the terms of their customary commercial license
agreements against the federal government, especially
when the government does not include any other soft-
ware license rights terms. Ultimately, after establishing
that the license agreement was part of the contract, the
Board concluded that the government breached the con-
tract by violating the license agreement when it permit-
ted the installation of a single copy of the software onto
more than one computer and failed to provide CiyaSoft
with a list of registered users.'’® The decision, of course,
is limited to the factual context before the ASBCA, in-
cluding the absence of FAR 52.227-19 in the contract.
But the decision also serves as a reminder that contract-
ing officers should review any relevant commercial soft-
ware license in advance to confirm whether the contrac-
tor’s customary license provides sufficient rights to satisfy
the government’s requirements.

2. Avue Techs. Corps. v. Dep’t of Health and Human Servs.
Many companies that sell software licenses do not con-
tract directly with the federal government, which adds
another layer of complexity to attempts by subcontrac-
tors or suppliers seeking to enforce their EULAs against
the government under the CDA by asserting breach of
contract. Recent decisions by the CBCA and the Fed-
eral Circuit in Avue Techs. Corps. v. Dep’t of Health and
Human Servs.!”” underscore this challenge. In Avue
Techs., a company that sold its commercial comput-
er software to the government indirectly through a re-
seller’s GSA Federal Supply Schedule (FSS) contract
sought to enforce its EULA against the government at
the CBCA.!™ When GSA added Avue’s software to the
prime’s schedule contract, GSA reviewed, approved,
and incorporated Avue’s EULA into the schedule con-
tract.'” Avue alleged the US Food and Drug Adminis-
tration (FDA) violated its EULA by exceeding autho-
rized usage limits after it purchased the software from the
schedule contract in 2015.'° However, the GSA MAS
contract vendor did not sponsor the claim, and the FDA
contended that no privity of contract existed between
Avue, the software vendor, and the federal govern-
ment.'$! The CBCA dismissed the appeal for lack of ju-
risdiction, and Avue appealed to the Federal Circuit.'®?
On appeal, the Federal Circuit vacated the CB-
CA’s dismissal and held that in certain circumstances,
third parties are in privity of contract with the govern-
ment, becoming a “contractor” within the meaning of
the CDA, and therefore may bring a claim under the
CDA.'® The Federal Circuit remanded the appeal to the
CBCA to determine whether the EULA constituted a
“procurement contract” under the CDA."¥* Specifically,
the court wanted the Board to consider whether Avue
was a party to a procurement contract with the govern-
ment by virtue of the incorporation of its EULA into the
task order and schedule contract.'®® Since the govern-
ment did not—and could not—dispute the existence of
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a “procurement contract,” meaning the task order and
schedule contract, the Board was instructed to consider
whether Avue had enforceable rights under the procure-
ment contract.!%

On remand, the CBCA ruled that while the EULA
was a legally binding agreement, it did not qualify as a
“procurement contract” for CDA purposes.’*” In rejecting
Avue’s argument that the EULA created a freestanding
enforceable obligation between it and the federal govern-
ment, the CBCA reiterated that CDA jurisdiction hing-
es on privity of contract. The Board emphasized that the
EULA does not, by its own terms, obligate Avue to per-
form any services and does not obligate the government
to pay Avue directly for its computer software license.'*®
Instead, the Board noted that the FSS vendor remained
the prime contractor who supplied the subscription to
Avue’s software and received payment from the govern-
ment for that subscription, and that Avue merely con-
ferred conditional permission for the government to use
the software it acquired through the prime contractor.'®
In other words, the Board recognized the tiered contract-
ing structure of the transaction, wherein the software
vendor acts as a licensor and the FSS prime contractor
acts as a reseller of the license to the government via a
contract, which places any enforceable rights against the
government under the contract exclusively with the FSS
prime contractor. As a result, the Board held that the
EULA could not sustain a direct CDA claim by Avue.”®

The Awvue decisions reinforce that software licen-
sors selling through agreements with resellers that
hold FSS contracts must rely on their prime contrac-
tors to sponsor claims for government breaches of in-
corporated EULAs. While EULAs may be legally
binding, they do not constitute “procurement con-
tracts” that independently establish CDA jurisdiction.
Software companies should ensure their licensing
terms are explicitly incorporated into FSS contracts
and collaborate closely with their FSS vendors to pur-
sue sponsored breach of contract claims. This evolv-
ing area of procurement law highlights the need for
precise drafting and a thorough understanding of the
CDA’s jurisdictional framework. Otherwise, software
vendors may find their contractual rights unenforce-
able against the government under the CDA.

Compliance Measures

In the context of government software procurement,
compliance measures are essential to ensure software
products and services meet stringent security and regu-
latory standards. These measures are designed to protect
sensitive information, maintain the integrity of federal
systems, and ensure contractors adhere to best practic-
es in software development and deployment. Key com-
pliance frameworks, such as the National Institute of
Standards and Technology (NIST) Secure Software De-
velopment Framework and the Federal Risk and Au-
thorization Management Program (FedRAMP), play a
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crucial role in setting these standards. Additionally, re-
cent legislative and regulatory updates, including re-
quirements for disclosing foreign obligations, further em-
phasize the importance of transparency and security in
government contracts. This section will explore these
compliance measures in detail, highlighting their signifi-
cance and the implications for contractors and federal
agencies alike.

NIST Attestation

Federal contractors who sell or license software to US
federal agencies will be required to attest that their soft-
ware products and components are developed using se-
cure practices as outlined in NIST Special Publication
800-218, known as the Secure Software Development
Framework (SSDF).!*! This requirement stems from Ex-
ecutive Order 14028,"? aimed at improving the nation’s
cybersecurity, and is supported by two OMB memo-
randa.!'” The Cybersecurity and Infrastructure Securi-
ty Agency (CISA) has published a “common form” for
this attestation, which federal agencies will use to ensure
software security compliance.!”*

Contractors must complete a form confirming their
adherence to secure software development practices,
providing federal agencies with assurances about the se-
curity of the software they use. The new requirement
comes amid increasing enforcement actions under the
DOJ’s Civil Cyber-Fraud Initiative. Contractors risk not
only losing business, but also facing allegations of pro-
viding false information if they fail to comply accurate-
ly. While CISA has not set a specific deadline, OMB
directed agencies to collect attestations within three
to six months of the release of CISA’s common form,
which happened in March 2024."” The FAR Council
is expected to incorporate this requirement into new
and existing contracts soon."”® Thus, although agencies
will be asking contractors for the common form, the ab-
sence of a FAR clause incorporated into the contract
requiring submission of the common form creates a
bind for contractors—while the agencies may ask for it,
there may be no legal requirement to provide it. Con-
tractors need to assess and possibly adjust their software
development processes to meet these new standards,
which may involve significant diligence and changes to
current practices. The goal of these measures is to en-
hance the security of software used by federal agencies,
thereby strengthening the overall cybersecurity posture
of the federal government.

FedRAMP

FedR AMP, originally established in 2011, is a govern-
ment-wide program that aims to streamline the adoption
of secure cloud services across federal agencies by provid-
ing a standardized authorization process. It is thought

of as “the official security stamp of approval to sell cloud

computing solutions inside the Washington D.C. belt-
way.””” The GSA FedRAMP Program Management

Office (PMO) manages the program. All cloud services
offered for sale to the government, such as SaaS, PaaS,
and [aaS, are required to obtain a Joint Accreditation
Board (JAB) Provisional Authority to Operate (P-ATO)
or Agency ATO prior to use by a federal agency.

On July 25, 2024, the OMB issued memorandum
M-24-15, which introduces significant updates to the Fe-
dRAMP program.”® The new memorandum rescinds the
original 2011 directive and introduces a modernized vi-
sion and governance structure for FedR AMP, reflecting
advancements in federal cybersecurity and changes in
the commercial cloud marketplace.

Among the notable changes in the memorandum is
the establishment of a FedR AMP Board. This board is
tasked with providing strategic guidance and recommen-
dations to ensure the program remains aligned with the
evolving cybersecurity landscape and federal needs. The
board will play a crucial role in overseeing the implemen-
tation of the updated policies and ensuring that the pro-
gram’s objectives are met effectively. Another significant
update is the introduction of “program authorizations”
for cloud service providers (CSPs) that do not have an
agency sponsor. This change is designed to expand the
FedRAMP marketplace by allowing more CSPs to par-
ticipate in the program, thereby accelerating the secure
adoption of cloud services across federal agencies. By re-
moving the requirement for an agency sponsor, the mem-
orandum aims to reduce barriers to entry for CSPs and
foster greater innovation and competition in the cloud
services marketplace.

The memorandum also mandates the use of the Open
Security Controls Assessment Language (OSCAL).
OSCAL is a standardized, machine-readable data format
that enhances cybersecurity compliance by enabling au-
tomated security assessments and continuous monitor-
ing. By adopting OSCAL, the memorandum seeks to
improve the efficiency and effectiveness of the authori-
zation process, making it easier for federal agencies to as-
sess and manage the security of cloud services.

For federal agencies, the updated FedR AMP poli-
cy means a more streamlined and efficient process for
adopting secure cloud technologies. The introduction of
program authorizations and the use of OSCAL are ex-
pected to reduce the time and effort required to achieve
and maintain compliance with federal security stan-
dards. This, in turn, will enable agencies to leverage the
benefits of cloud computing more rapidly and consis-
tently, enhancing their ability to deliver services to the
public. For cloud service providers, the changes intro-
duced in the memorandum represent new opportunities
and challenges. The removal of the agency sponsor re-
quirement opens the door for more CSPs to participate
in the FedRAMP program, potentially increasing com-
petition in the marketplace. However, CSPs also will
need to adapt to the new requirements, such as the use of
OSCAL, to ensure they can meet the updated security
and compliance standards.
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Overall, OMB memorandum M-24-15 marks a signifi-
cant step forward in the modernization of the FedRAMP
Program. By introducing a new governance structure, ex-
panding the FedR AMP marketplace, and adopting ad-
vanced technologies like OSCAL, the memorandum
aims to enhance the security, efficiency, and effective-
ness of the authorization process. These updates will help
ensure that federal agencies can continue to leverage se-
cure cloud services to meet their mission-critical needs in
an increasingly digital world.

Disclosure of Information Regarding Foreign Obligations

On November 15, 2024, DoD issued a proposed rule
(DFARS Case 2018-D064) to amend the DFARS to im-
plement Section 1655 of the John S. McCain National
Defense Authorization Act for Fiscal Year 2019." Specif-
ically, Section 1655(a) prohibits DoD from acquiring cer-
tain products, services, or systems unless the contractor
discloses any sharing of source code and computer code
with foreign governments. Additionally, Section 1655(c)
mandates that contracts include a clause requiring ongo-
ing disclosures during the contract performance period if
new information arises. This rule aims to enhance trans-
parency and security in defense contracts involving in-
formation technology, cybersecurity, industrial control
systems, and weapon systems.

To implement these requirements, the proposed rule
introduces a new subpart, DFARS 239.7X. This new sub-
part outlines the statutory requirements; defines key
terms such as “computer code,” “open-source software,”
and “source code”; and details the prohibition on ac-
quiring certain products without the required disclo-
sures. Under the proposed rule, contractors must report
any foreign access to source code or object code for non-
commercial products developed for DoD, dating back
to August 13, 2013. The proposed rule clarifies that the
prohibition does not apply to open-source software and
establishes procedures for contracting officers to validate
disclosures in the Electronic Data Access (EDA) system
before awarding contracts. The rule also provides guide-
lines for a new solicitation provision and contract clause.
The pre-award provision, DFARS 252.239-70YY, requires
offerors to disclose foreign obligations in the EDA system
to be eligible for award. The post-award clause, DFARS
252.239-7107Z, requires contractors to maintain and up-
date disclosures in the EDA system and ensure subcon-
tractors do the same.

Opverall, this proposed rule emphasizes the impor-
tance of maintaining accurate and complete disclosures
throughout the contract life cycle. By mandating the dis-
closure of such obligations, DoD aims to identify and ad-
dress any vulnerabilities that may arise from foreign enti-
ties gaining access to critical technological information.
This measure is part of a broader effort to safeguard the
integrity of defense systems and maintain the techno-
logical edge of the US military. Public comments on the
proposed rule were due on January 14, 2025.
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Conclusion

Licensing commercial software to the federal govern-
ment requires navigating complex regulations, com-
pliance measures, and evolving procurement policies.
Contractors must understand specific licensing terms
that align with federal requirements, such as those in
the FAR and DFARS, ensuring their software licens-

es meet federal law and government needs in areas like
cybersecurity and intellectual property. Effective li-
cense management is crucial to avoid disputes and pro-
tect intellectual property. Best practices include thor-
oughly preparing and negotiating license agreements,
staying informed about legislative updates, and leverag-
ing acquisition vehicles like DoD’s Enterprise Software
Initiative and the GSA MAS program to streamline
procurement and build compliant partnerships with gov-
ernment agencies. P
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Request for Comments on Revisions to the Model Procurement Code
BY MELISSA COPELAND

The American Bar Association Section of Public Contract Law is undertaking a significant revision of the Model
Procurement Code (MPC), which many states and local jurisdictions use to inform their procurement laws, as the
MPC was last updated in 2000. For your reference, a copy of the MPC is available at
https://www.americanbar.org/groups/public_contract_law/about/committees/state-local-procurement/

The MPC Revision Project Committee is starting with Article 12, focused on ethics in public contracting. The
Article 12 Drafting Committee is co-chaired by Ellen Daley, Illinois Chief Procurement Officer, and Melissa
Copeland of Schmidt & Copeland LLC.

The Article 12 Drafting Committee would like your insights on these initial topics:

1. Does your procurement law or language use or reference any language from the MPC Article 12?

2. Are there particular areas of ethics in public contracting that you believe should be considered by the
drafting committee to address other challenges you have encountered? (For example, Organizational
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4. Has your jurisdiction recently made changes to your procurement laws/rules/regulations to respond to
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processes’

We would appreciate receiving your information and insights. Please respond with any information that you can
provide via the online MPC Revisions questionnaire by March 31, 2025. If you prefer, you may email Ellen Daley at
ellen.h.daley@illinois.gov and Melissa (Missy) Copeland at missy@schmidtcopeland.com.

Melissa Copeland is a partner at Schmidt & Copeland LLC, located in Columbia, South Carolina. She practices in the area of state and local
public contracts, particularly state and local bid protests. She is also a member of the Section’s MPC Revision Project Committee.
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NEWS FROM THE CHAIR

continued from page 2

In case you missed them, the Section published two
special articles in The Procurement Lawyer, highlighting
the fifth anniversary of the Department of Justice Pro-
curement Collusion Strike Force (PCSF). The first article
authored by Sandra Talbott, the Deputy Director for the
Strike Force, and Prosecutor Daniel Loveland, also with
the Strike Force, discussed the evolution of the Strike
Force over the last five years, criminal violations in pub-
lic procurement, the consequences of antitrust crimes,
enhanced incentives to report and invest in compliance,
and the future of the Strike Force. The follow-up article
featured a Q&A with Deputy Director Talbott and Di-
rector Daniel Glad. The Section greatly appreciates the
willingness of the Strike Force to engage with us and
provide the opportunity for dialogue.

It’s also a pleasure to report that the Section is making
headway on revising the Model Procurement Code (MPC)
for State and Local Governments in partnership with
the National Association of State Procurement Officials
(NASPO). This is a massive undertaking to update the
MPC for the first time in twenty-five years. Many thanks
to the numerous Section members involved in this effort
over the course of time, particularly Immediate Past Chair
Eric Whytsell (Stinson LLP), past Chair Jennifer Dauer
(Diepenbrock Elkin Gleason McCandless LLP), Diana
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Mendez (Bilzin Sumberg Baena Price & Axelrod LLP),
Missy Copeland (Schmidt & Copeland LLC) and Keith
McCook (State Fiscal Accountability Authority).

Not surprisingly, our Annual Federal Procurement In-
stitute (FPI), from April 2—4 in Annapolis, Maryland,
includes an exciting lineup of panels and topics, includ-
ing “Procurement Policy and Priorities Under the New
Administration,” “Post-Award Debriefings,” “Continu-
ing COVID-related Funding Issues,” “IRA and CHIPS
Initiatives and the Continuing Impact on Government
Contracting and Construction Projects,” “the Space In-
dustry and Lower Earth Orbit Development,” “Current
Trends in Commerciality,” and “Legal Ethics for Govern-
ment Contracts Attorneys.”

Following the FPI, we will also have our third-annual

Committee Showcase on May 15, again graciously hosted
by Hogan Lovells. My thanks as well to Adam Lasky (Sey-
farth Shaw LLP) for his planning and oversight again this
year for the Showcase. Please stay tuned for details.
This is an exciting time to be a member of the Section
of Public Contract Law. If you're looking for ways to get
involved and help us advance our mission, please contact
me at jworkmaster@milchev.com and Section Director
Brennan at patty.brennan@americanbar.org.

See you in Annapolis! P
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