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HOWTHE CLOUDAND
MOBILE DEVICES HAVE
CHANGED DISCOVERY

» Seyfarth Shaw’s
Robert Milligan and
iDS’s Jim Vaughn look
at discovery and digital
forensics in the age of
the cloud.

CCBJ: Why is cloud
computing so important
in discovery and digital
forensics?

Jim Vaughn: Creating and
storing data in the cloud is
for the most part a cheaper
alternative to relying on
acompany’s own infrastruc-
ture. It may also be a way to
leverage better security, if
companies consider the pros
and cons of the cloud pro-
vider’s security compared to
their own company’s securi-
ty capabilities. Corporations
are embracing the cloud. So I
see a growing need for cloud
forensics as well as mobile
device forensics, which also
play alarge role in cloud
computing and where data
can be stored.

With the benefits of the
cloud, you are also presented
with a set of challenges. For
example, if you lack a robust
password management Sys-
tem and an employee leaves,
they may be leaving with the
credentials, which prevents
the business from accessing
their own data. Another

challenge may arise when

it comes to investigating an
employee’s activities around
the use of the cloud. Data
can be spread across various
cloud servers, and collecting
that data to support litiga-
tions may prove to be very
difficult or expensive.

What type of evidence
from the cloud and mobile
devices can be important
during litigation?

Robert Milligan: Docu-
ments stored in the cloud
or on mobile devices are
rich with key evidence,
particularly for the type
of litigation I specialize
in, which is trade secret,
noncompete and com-
puter fraud litigation.
For instance, ifit’s a
social media profile with
LinkedIn or Twitter, profile
and associated informa-
tion can be essential to
determinations about
whether there has been a
violation of a noncompete
agreement or a trade secret
protection agreement.
With email that is stored
in the cloud for individual
users, if it is personal email
or business email, you will
need to understand the
framework of how the in-
formation is stored and how
it can be produced in the
litigation. With respect to
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mobile devices, there’s text
messaging that exists on the
phone itself and information
regarding geo-tracking that
could be contained on the
mobile device, which could
be significant, depending

on the type of case. Inlabor
and employment cases,
certainly, what the
employee is doing and
where they are when they
are doing it can be very
material in the litigation.

What are some of the tech-
nical considerations when
retrieving electronic data?

Vaughn: The biggest con-
sideration is how you will
connect to the cloud system
to collect the data. You may
need to collect webmail,
cloud corporate email,
corporate messaging
systems, social media, web-
sites or many other forms of
cloud data. Data collection is
generally the cheapest part
of alitigation, yet it can be
the most costly if not done
properly. Sometimes you
may only get one bite at the
apple, and if you have a bad
data collection, you may be
stuck with that throughout
the litigation life cycle.

You should also be aware
of metadata that may or
may not be available. One
example is when a file may
have been copied or created
on acloud system. On a
typical Windows or Mac
computer, that information
would be readily available
to a forensic examiner. With
acloud-based system, how-
ever, you may not be able to
obtain that type of meta-
data. Collecting data might
sound simple, and in some
cases it may be. But collecting



The biggest consideration is how

you will connect to the cloud system
to collect the data. While data
collection is generally the cheapest
part of a litigation, it can be the most
costly if not done properly.

from cloud systems can be
tricky, and making sureit is
done rightis critical.

Milligan: You need to have
an understanding of the
issues around data preser-
vation: how often the data
is saved, how often the data
is overwritten, how it can
be collected, what type of
auditing capability there
isto assess the evidence,
what the retention sched-
ule is and how often things
are backed up. When you
are conducting litigation,
you have to have an under-
standing of what type

of cloud storage you are
dealing with. Are you deal-
ing with Google Docs? Are
you dealing with Dropbox
or SugarSync? There can
be differences on material
issues as far as how the data
is stored and retained.

The same thing is true
with respect to mobile
devices. Are you dealing
with a company mobile
phone? Are you dealing
with a personal phone that
has bring-your-own-device
software stored on it? It is
areally interesting time,
because the evidence is no
longer just stored on the
company server. It is spread
out across the world, and it
can be in different locations.
You need to understand
where all the data is so that
you can try to capture as

much as you can in a timely
manner, and you need to
address the applicable laws
for the locations where the
datais stored.

Certainly, the content
contained on these devices
or accounts can be useful,
depending upon the dis-
pute. Often in these cases,
particularly ifitis a trade
secret, noncompete or com-
puter fraud case, the evi-
dence related to accessing
and opening the file, even
the fact that the file exists in
those devices or accounts,
can be very significant.

What are some of the legal
challenges when trying to

get content from personal
devices and accounts?

Milligan: Some of the chal-
lenges that come up when
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you are trying to get discov-
ery are objections that are
made on privacy, privi-
lege and proportionality
grounds. If you are trying to
get emails or text messages
and you have pending litiga-
tion, you may get objections
from the other side about
those three issues.

Another issue that comes
up in capturing the data
is the transitory nature
of the data itself. It can be
deleted or overwritten just
by continuing to use the
device, depending upon the
specific content or forensic
information that might be
atissue. Depending upon
the needs of the case, if text
messages, emails, partic-
ular file listings or reports
are on a specific device,
counsel has to be mindful
that they will need to move
quickly to have the other
side preserve that evidence.
If they are not willing to
voluntarily turn over the
information, then the
request gets teed up with
the appropriate court to get
the information so that it
can be used for the case.

One of the legal challenges
on that particular issueis
that a heightened showing
can be necessary in order to
get access to some types of
those devices. With email, it
is expected in litigation that
the content itself is going to
be discoverable. But when
you want to get digital
forensic access to particular
devices or accounts apart
from the content that may
be stored there, there is
often a heightened showing
that is necessary.

There are also concerns
about privacy. How is the
content on these partic-

ular devices or accounts
related to the dispute?
How do you deal with
commingled content that
may not be relevant to the
case? And assuming that
there is relevant informa-
tion on these devices or
accounts, how relevant is
it really, particularly in the
context of the dispute that
is atissue? If we have to
decide between 10 differ-
ent devices and accounts,
and all of them may have
relevant information, from
a cost-benefit perspec-
tive, taking into account
the value of the case, is it
reasonable that all these
accounts should be imaged
and assessed for discov-
erable information and
produced? Those are some
of the considerations that
go into getting the content
from devices and accounts.

How will cloud computing
and digital computing
change in the coming
years?

Vaughn: Years ago, I saw
individuals using the cloud,
rather than the collective
business world. But then
there was amovement by
cloud providers to attract
corporations by really
understanding business
needs and showing the
value as to how they would
reduce infrastructure costs.
The ability to instantly
share and edit docu-

ments and create a well-
rounded virtual working
environment has converted
millions of corporate users
to the cloud. I see this trend
continuing, and a continued
need for data forensics in
the future. ®



